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Secure Multiple Access Based on Multicarrier
CDMA With Induced Random Flipping
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Abstract—In this paper, we study secure multiple access based
on multicarrier (MC) code division multiple access (CDMA) systems with induced random (chip) flipping of spreading sequence,
which is suitable for machine-type communications (MTC). In
MTC, devices may use low-cost hardware-based random number generators for pseudo-random noise (PN) sequences in secure
communications. Since PN sequences can be estimated by correlation attacks at an eavesdropper, induced random (chip) flipping
of spreading sequences is proposed to make correlation attacks infeasible. However, induced random flipping can also degrade the
performance of detection and decoding at a legitimate receiver
that only knows original spreading sequences. To avoid the performance degradation, we derive low-complexity iterative receiver
algorithms for multiuser signal detection and decoding based on
the expectation-maximization (EM) algorithm.
Index Terms—Code division multiple access (CDMA),
machine-type communications (MTC), random flipping, secure
communications.

I. INTRODUCTION
UE to low hardware complexity and fast operations,
stream ciphers are widely adopted for secure communications [1], [2]. In general, stream ciphers use linear feedback
shift registers (LFSRs) to generate a key stream [2]. For example, the A5/1 cipher in global system for mobile communication
is a stream cipher that uses LFSRs. Since stream ciphers based
on LFSRs are not immune to correlation attacks, in order to
avoid such attacks, a nonlinear Boolean function is considered
[3], which combines the output sequences of multiple LFSRs
to generate a key stream. However, exploiting the fact that the
output of the nonlinear Boolean function is correlated with the
output of an LFSR, it is possible to perform a correlation attack
under the assumption that the output of the nonlinear Boolean
function is a perturbation of a specific LFSR with a certain correlation probability. From this point of view, in [4] and [5], it
is shown that there exist fast correlation attacks if the lengths
of LFSRs are not long and the number of feedback taps is not
large. Fast correlation attacks based on convolutional codes are
further studied in [6] to apply correlation attacks to the case of
a large number of feedback taps.
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Although there are some well-known attacks for LFSRs, LFSRs would be still attractive for low-cost secure communications
in machine-type communications (MTC) [7]–[10] as devices
have limited resources and complexity. Thus, it might be important to improve the security when LFSRs are used for secure
communications in MTC. In [11], the notion of physical layer
security [12]–[14] is employed to strengthen the keystream generator based on LFSRs for secure communications over noisy
channels. In particular, it is assumed that the channel to an
eavesdropper, called Eve, has a worse quality than that to a legitimate receiver, call Bob. Both the channels are modeled as
binary symmetric channels (BSCs). Furthermore, channel coding is applied to ciphertext. To Bob’s channel, channel coding is
to provide reliable communications or error-free transmissions.
On the other hand, since Eve’s channel has a worse quality
than Bob’s channel, there should be bit errors after decoding
at Eve, which can result in a noisy ciphertext. Due to errors
in ciphertext, it is shown that correlation attacks can reduce to
brute-force attacks. In [15], correlation attacks are studied when
Pseudo-random Noise (PN) sequences generated by LFSRs are
used for physical-layer security algorithms.
Motivated by the approach in [11], in this paper, we consider
a secure multiple access scheme for MTC based on multicarrier
(MC) code division multiple access (CDMA) systems that use
PN sequences generated by LFSRs for spreading. An eavesdropper is to recover PN sequences for despreading. In order
to make correlation attacks computationally infeasible, we introduce random chip flipping in spreading sequences. That is,
in the proposed approach, the spread signal is passed through a
BSC prior to transmissions. As a result, some chips in a spreading sequence for a symbol duration are randomly flipped and
the eavesdropper can only have a noisy ciphertext. There is a
key difference from [11]. While the combination of bit flipping
and channel coding (of ciphertext) is used in [11], the combination of chip flipping and (MC) spreading is employed in the
proposed system. In addition, the secure MC-CDMA system in
this paper is a multiuser system. Thus, there are multiple legitimate transmitters or devices in the system, which results in
interuser interference (IUI) that also makes correlation attacks
difficult together with random chip flipping as Eve is to receive
a superposition of spread signals.
Unfortunately, random chip flipping in spreading sequences
can also degrade the detection performance at a legitimate receiver, which is assumed to be a base station (BS) in this paper.
Thus, the BS should consider joint optimal detection schemes
that can take into account random chip flipping. To this end,
the BS can employ the maximum likelihood (ML) detection.

0018-9545 © 2016 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See http://www.ieee.org/publications standards/publications/rights/index.html for more information.

5100

IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY, VOL. 66, NO. 6, JUNE 2017

However, the computational complexity of the ML detection
grows exponentially with the processing gain as all the possible combinations of chip flipping in a spreading sequence
are to be taken into account to form the likelihood function.
To avoid this difficulty, a low-complexity approach based on the
expectation-maximization (EM) algorithm [16]–[18] is studied.
The resulting method becomes an iterative detector that has
a complexity growing linearly with the processing gain. For
coded signals, we further extend the EM approach to include
channel decoders and derive a low-complexity iterative receiver
by employing soft interference cancelation (SIC) [19].
The main contributions of this paper are as follows.
1) A secure multiple access scheme for MTC is proposed using random chip flipping, which makes correlation attacks
infeasible.
2) An iterative detection based on the EM algorithm is derived to mitigate the performance degradation at Bob by
taking advantage of known unperturbed spreading sequences.
3) Iterative receivers are further derived for coded systems
with multiple devices.
It is noteworthy that the proposed scheme in this paper does
not provide perfect secrecy, but aims at reducing correlation
attacks to brute-force attacks (which might be a best possible
secrecy guarantee for the stream ciphers based on pseudorandom
sequence generators to generate key sequences) by exploiting
the notion of physical layer security. Consequently, the scheme
can provide a computational secrecy.
The rest of the paper is organized as follows. In Section II, we
present a secure multiple access scheme based on MC-CDMA
with random chip flipping. We derive an iterative detection
method based on the EM algorithm in Section III for uncoded
systems, where we focus on the case of single device. For
the case of coded systems with multiple devices, we further
extend the EM algorithm with approximations to derive
iterative receivers in Section IV. We present simulation results
in Section V and conclude the paper with some remarks in
Section VI.
Notation: Matrices and vectors are denoted by upper- and
lowercase boldface letters, respectively. The superscripts T and
H denote the transpose and complex conjugate, respectively.
The p-norm of a vector a is denoted by ||a||p (if p = 2, the
norm is denoted by ||a|| without the subscript). The superscript † denotes the pseudoinverse. For a vector a, diag(a) is
the diagonal matrix with the diagonal elements from a. For a
matrix X (a vector a), [X]n ([a]n ) represents the nth column
(element, resp.). If n is a set of indices, [X]n is a submatrix
of X obtained by taking the corresponding columns. E[·] and
Var(·) denote the statistical expectation and variance, respectively. CN (a, R) (N (a, R)) represents the distribution of circularly symmetric complex Gaussian (CSCG) (resp., real-valued
Gaussian) random vectors with mean vector a and covariance
matrix R.
II. SYSTEM MODEL
In this paper, we consider a multiple access scheme based
on the MC-CDMA system [20] using PN sequences to spread

Fig. 1.

MC-CDMA system with randomly perturbed spreading.

signals for uplink transmissions from multiple devices or users1
to a BS for multiple access in MTC, as shown in Fig 1. Unlike the conventional MC-CDMA systems, each device spreads
signals with randomly perturbed PN sequences for secure communications. Note that in MTC, since each device suffers from
limited resources (in terms of computing and cost), we consider
low-cost hardware-based random number generators.
A. MC Spreading With Perturbed PN Sequences
Suppose that there is a BS, called Bob, and multiple devices or
users for uplink transmissions. The number of devices or users
is denoted by K. With a processing gain of L, each device, say
device k, is to transmit spread signals through MC channels as
xk (Lt + l) = ck (Lt + l)sk ;t ,

l = 0, . . . , L − 1

(1)

where ck (l) ∈ {± √1L } denotes the PN sequence, and sk ;t ∈ S
is the tth data symbol of device k. Here, S represents the signal
constellation. Throughout the paper, we assume that E[sk ;t ] = 0
and E[|sk ;t |2 ] = Es , where Es represents the symbol energy. We
discuss the generation of the PN sequence in Section II-B. Let
ck ;t = [ck (Lt) . . . ck (Lt + L − 1)]T . Then, we can have
xk ;t = [xk (Lt) . . . xk (Lt + L − 1)]T
= ck ;t sk ;t .

(2)

Since the PN sequence is not totally random, Eve may perform
an attack to regenerate the PN sequence. In this paper, we use
a perturbed version of ck (l) that can make some known attacks
ineffective. For given ck ;t , a randomly perturbed version can be
given by
c̄k ;t = ck ;t  uk ;t
where  represents the elementwise multiplication, and

1, w.p. q
[uk ;t ]i =
−1, w.p. 1 − q.

(3)

(4)

Here, q is referred to as the induced correlation probability (and
p = 1 − q becomes the crossover probability of the induced
chip flipping BSC) and the elements of uk ;t are independent.
For convenience, let c̄k (l) denote the perturbed version of ck (l)
as in (3). In Fig. 2, we show that how the spread signal xk (l) can
be generated using c̄k (l), which can be seen as the output of BSC
1 Throughout

the paper, we assume that device and user are interchangeable.
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Fig. 2. Generation of spread signals by a perturbed spreading sequence from
the keystream generator using chip flipping BSC with the induced correlation
probability q.

with input ck (l). For convenience, the BSC in Fig. 2 is referred
to as the chip flipping BSC. Due to this BSC, c̄k (l) becomes the
keystream that Eve is to regenerate for eavesdropping.
Let {hi,k ;t , i = 0, . . . , P − 1} denote the channel impulse
response (CIR) from device k to the BS during symbol duration
t, where P is the length of CIR. Then, the channel matrix in the
frequency domain is given by


(5)
Hk ;t = diag H0,k ;t , . . . , HL −1,k ;t
P −1
2π i l
where Hl,k ;t = i=0 hi,k ;t e−j L , l = 0, . . . , L − 1. At the
BS, the received signal through L MCs is given by
yt =

K


Hk ;t c̄k ;t sk ;t + nt ,

t = 0, . . . , T − 1

(6)

k =1

where nt ∼ CN (0, N0 I) is the background noise, and T is the
length of data packet. Throughout this paper, we assume that
Hk ;t s are known at the BS (i.e., the legitimate receiver).
B. Correlation Attacks
Eve needs to generate the spreading sequences ck (l) to eavesdrop signals. Suppose that ck (l) is generated by a combination
generator consisting of multiple binary LFSRs and a nonlinear
function F , as shown in Fig. 3. It is assumed that Eve knows the
structure of the generator (i.e., the polynomials of LFSRs and
the nonlinear function), while the initial contents as a shared
(private) key are unknown. Since Eve can easily find the initial
contents of each LFSR by solving a set of linear equations [21],
Eve may consider an attack for each LFSR, say LFSR i, assuming that the output of the nonlinear function F is noisy, which
can be modeled by a BSC with crossover probability β, as shown
in the right-hand side in Fig. 3. This attack, which is called (fast)
correlation2 attack, is studied in [4], [5], [6] and [11] with computationally efficient methods to estimate the initial contents of
a target LFSR from a given (part of) keystream sequence.
In [4], correlation attacks become successful to estimate the
initial contents of a target LFSR if 1 − β, which is called correlation probability, is sufficiently high. However, if 1 − β is
sufficiently low (e.g., 1 − β ≤ 0.75), correlation attacks can be
reduced to brute-force attacks for a sufficiently large number
2 For stream ciphers with pseudorandom sequence generators, correlation
attacks are well known, and the security of stream cipher can be analyzed by
a computational complexity to perform correlation attacks. Since the proposed
approach is a variation of stream ciphers, a secrecy analysis is also based on the
complexity to perform correlation attacks.
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Fig. 3. Keystream generation (the left-hand side) and a model for the correlation attack (the right-hand side).

of taps of the generator (e.g., more than 10 taps). Clearly, it is
crucial to have a low correlation probability.
In our system, we use a randomly perturbed spreading sequence. Thus, Eve observes a noisy keystream. As a result, in
correlation attacks, Eve’s BSC becomes a tandem connection of
two BSCs with crossover probabilities p and β. The resulting
BSC has the following crossover probability:
p = p(1 − β) + (1 − p)β = p + β − 2pβ.

(7)

p  −β
1−2β

. Thus, alWe can also have the following relation: p =
though 1 − β is not sufficiently low, it is possible to reduce
correlation attacks to brute-force attacks using random chip
flipping that can effectively lower 1 − p , which is referred to
the overall correlation probability. For example, for the case
of 1 − β = 0.7 or β = 0.3, we can have the overall correlation
probability 1 − p = 0.6 (or p = 0.4) if p = 1/4. This shows
that correlation attacks can be infeasible by introducing random
chip flipping in spreading sequences.
Furthermore, if K > 1, there is IUI since the spreading codes
in the MC-CDMA system illustrated in Fig. 1 are not orthogonal
in general (as they are PN sequences generated from LFSRs). If
the IUI is taken into account in the BSC model for correlation
attacks to estimate the initial vectors of LFSRs by Eve, the overall crossover probability p may increase and correlation attacks
become more difficult. Unfortunately, the performance of the
signal detection or decoding at the BS is also degraded due to
IUI and random chip flipping. In this paper, we focus on the
derivation of iterative receivers that can provide reasonable performances by taking advantage of known spreading sequences
and induced correlation probability q at the BS.
It is noteworthy that some bits in sk ;t may not be secure although c̄k ;t is not known to Eve. To see this clearly, we consider
an example with K = 1 and S = {−3, −1, 1, 3} (i.e., 4-ary
amplitude-shift keying). Furthermore, consider the following
symbol mapping rule:
[00] → −3, [01] → −1, [11] → 1, [10] → 3
where the numbers in the bracket represent the bits to be mapped
into an element in S. In this example, Eve can decide the second bit from the amplitudes of the received spread signals, while
Eve needs to know the spreading sequence to decide the first
bit. That is, the second bit is not secure at all. We may avoid
this problem by modifying the spreading operation. For example, a binary sequence before modulation can be XORed with a
perturbed spreading sequence and the XORed binary sequence
can be modulated. In this paper, we do not further consider
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this issue and assume that only one bit per symbol (per device)
would be securely transmitted by randomly perturbed spreading
sequences, while the other bits are not.

where U represents the set of all possible chip flipping vectors uk , and U K is the Cartesian product of K Us. The signal
detection can be carried out as follows:
ŝ = argmax f (y|s).

C. Differences From a Similar Approach
As mentioned earlier, the proposed system is based on the
approach in [11], where physical-layer security is applied to
cryptography. In order to make correlation attacks difficult, error
control coding (ECC) is employed under the assumption that
the main channel has a higher capacity than the eavesdropper’s
channel when the channels are modeled by BSCs. Thanks to
ECC, Bob can correct errors from the main channel (or has an
error-free channel), while Eve still has errors as her channel is
worse than the main channel. At Eve, the overall channel is seen
as a tandem connection of two BSCs. Due to the increase of
the crossover probability, correlation attacks could be reduced
to brute-force attacks.
In the proposed system, the role of spreading is similar to that
of ECC. In addition, since it is expected that despreading can
mitigate random chip flipping in detecting spread signals, the
role of despreading is similar to that of decoding in [11].
A key difference from the approach in [11] is that we consider a multiple access scheme where multiple devices transmit
signal simultaneously, while the approach in [11] is for pointto-point communications. Due to randomly perturbed spreading
sequences, Bob cannot successfully mitigate IUI using a conventional approach, which is different from the case in [11]
where there is no IUI. In order to minimize the impact of randomly perturbed spreading sequences on the performances at
Bob, we may need to employ optimal detection/decoding approaches that are usually computationally prohibitive. In other
words, randomly perturbed spreading sequences can result in
computational difficulties at both Eve and Bob. However, since
the original spreading sequences are available at Bob, Bob can
use them to derive low-complexity approaches for signal detection/decoding, as will discussed in Sections III and IV.
III. DETECTION OF UNCODED SIGNALS
In this section, we study the signal detection at the BS in the
presence of random chip flipping and derive a low-complexity
detection method by taking advantage of known unperturbed spreading sequences {ck (l)} and induced correlation
probability q.
A. Optimal Detection
For convenience, we omit the time index t and let sk =
[s1 . . . sK ]T , U = [u1 . . . uK ], and C = [c1 . . . cK ]. For
the optimal signal detection, we consider the ML criterion. For
given y, the ML function of s can be given by

f (y, U|s)
f (y|s) =
U∈U K

=



=

U∈U K

Note that if C is not known (which is the case of Eve), the ML
function becomes
 
f (y, U, C|s)
f (y|s) =
C ∈C K U∈U K

=

 

f (y|U, s) Pr(U|s)

=

 

f (y|U, C, s) Pr(U) Pr(C)

(10)

C ∈C K U∈U K

where C represents the set of all possible spreading vectors ck ,
and C K is the Cartesian product of K Cs. Clearly, we have |U| =
2L and |U K | = 2KL . In addition, |C| = 2L and |C K | = 2KL . For
the optimal signal detection in (9), we need to find f (y|s), which
is a sum of 2KL terms. Thus, the computational complexity to
perform the optimal detection grows exponentially with KL at
Bob. Similarly, at Eve, the computational complexity to perform
the optimal detection becomes O(22K L ).
At Bob, since the elements of uk are not equally likely when
p < 12 , we may approximate f (y|s) in (9) with a subset of U K .
If the number of the elements in the subset is small, the complexity of the approximate ML detection can be low. Another
approach to perform the (approximate) ML detection with low
complexity at Bob is to use the EM approach [16], [17], which
will be explained in Section III-B. As will be shown later, the
complexity of the EM approach becomes linear in L. On the
other hand, at Eve, the complexity to perform the ML detection
is still proportional to 2L unless correlation attacks succeed.
Furthermore, even if it is possible to obtain the likelihood function in (10), the performance of the signal detection would be
limited due to the uncertainty of C. Thus, in the rest of the paper,
we do not consider the signal recovery at Eve but focus on the
signal recovery at the BS or Bob with random chip flipping.
B. EM Algorithm
In (8), f (y|U, s) is written as



1
2
Hk (ck  uk )sk ||
f (y|U, s) = C exp − ||y −
N0
k
(11)
where C is a constant. Suppose that {U, s} is the complete data,
while {s} is the incomplete data. Then, the E-step is given by
Q(s|ŝ(m ) ) = E ln f (U, y|s)|y, ŝ(m )
= E ln f (y|U, s) Pr(U|s)|y, ŝ(m )

= −
f (y|U, s) Pr(U)

f (y|U, C, s) Pr(U, C|s)

C ∈C K U∈U K

= E ln f (y|U, s)|y, ŝ(m ) + E ln Pr(U)|y, ŝ(m )

U∈U K



(9)

s∈S K

(8)


1
E ||y −
Hk (ck  uk )sk ||2 |y, ŝ(m )
N0
k

+C



(12)

CHOI AND HWANG: SECURE MULTIPLE ACCESS BASED ON MULTICARRIER CDMA WITH INDUCED RANDOM FLIPPING

where C  is a constant, and ŝ(m ) is the estimate of s at the
mth iteration. Throughout this paper, m is used to represent the
EM iteration index. Note that one EM iteration consists of one
E-step and one M-step.
To obtain Q(s|ŝ(m ) ), Pr(ul,k |y, s(m ) ) is required. To this
end, we can show that



 

Pr U|y, ŝ(m ) ∝ f y|U, ŝ(m ) Pr U, ŝ(m )

− N1 |y l −

∝

e



0

k

(m ) 2

c l , k u l , k H l , k ŝ k



|

Pr(U)

φl (al )

(13)

l

where al = [ul,1 . . . ul,K ]T (i.e., aT
l is the lth row of U), and
− N1 |y l −

φl (al ) = e



(m ) 2

c l , k u l , k H l , k ŝ k

k

0

|

Pr(al ).

(14)

Here, cl,k and ul,k denote the lth elements of c and u, respec
tively, and Pr(al ) = K
k =1 Pr(ul,k ). As shown in (13), al s are
independent. Thus, for each l, we can find Pr(ul,k |y, s(m ) ),
k = 1, . . . , K, from φ(al ).
As shown in (14), the computational complexity to obtain
φl (al ) for all l is O(L2K ) that is lower than the computational
complexity for the optimal detection in Section III-A, which
is O(2KL ). However, the computational complexity of the EM
algorithm is still high for a large K as it grows exponentially
with K. Thus, we now focus on the case of K = 1 (i.e., a singledevice system). We will discuss the case of K > 1 with channel
coding in Section IV.
Suppose that K = 1. From (4), we have Pr(ul,1 = +1) = q
and Pr(ul,1 = −1) = 1 − q. Let κ = 1 − q/q. Then, it can be
shown that
(m )

(m )

ūl,1 = E ul,1 |y, ŝ1
=

=

φl (ul,1 = 1) − φl (ul,1 = −1)
φl (ul,1 = 1) + φl (ul,1 = −1)
(m )

− N4

(y l∗ c l , 1 H l , 1 ŝ 1

− N4

(m )
(y l∗ c l , 1 H l , 1 ŝ 1 )

1 − κe

0

1 + κe

0

)

.

(15)

(m +1)

ŝ1

(m )

= argmax Q(s1 |ŝ1
s 1 ∈S

= argmin A|s1 |2 − 2

)


(m )

yH H(c1  ū1


)s1 . (18)

If |S| = M is small, we can use an exhaustive search to find
(m +1)
.
ŝ1
In summary, the EM algorithm for the ML detection for a
single-device system (i.e., K = 1) can be shown as follows.
(m )
A0) Let m = 0 and [ū1 ]i = 1 for all i.
(m )
(m +1)
.
A1) Perform the M-step in (18) with ū1 and find ŝ1
A2) Update m ← m + 1 and perform the E-step in (15) with
(m )
(m )
ŝ1 and find ū1 .
(m −1)
(m )
− ū1 || ≤ , stop. Otherwise, move A1).
A3) If ||ū1
The complexity of the EM algorithm is linear in L, as shown
in (15) and (18). Note that it is not always guaranteed that the
EM algorithm converges to the ML solution [17]. In particular, it
is important to have a good initial solution in the EM algorithm.
At Bob, the initial vectors of {uk } can be all one vectors if p
is not too large, i.e., the unperturbed spreading sequences can
be used as the initial spreading sequences. This initial setup
can provide good performances of the EM algorithm as shown
in Section V-A, which implies that Bob can take advantage of
known unperturbed spreading sequences that are used as good
initial spreading sequences.
IV. ITERATIVE RECEIVERS FOR CODED MULTIUSER SYSTEMS
WITH APPROXIMATIONS
In Section III, we consider the signal detection for uncoded
systems and focus on the EM algorithm as a low-complexity
detection algorithm when there is a single device transmitting
signal. However, in multiple access, there are multiple devices
that transmit signals simultaneously. In this section, we consider
an approximation to lower complexity for the case of K > 1 and
derive iterative receivers for the coded system that is illustrated
in Fig. 1.
(m )

A. Approximation of ūl,k

(m )

Since
||y − H1 (c1  u1 )s1 ||2 = ||y||2 + |s1 |2 ||H1 (c1  u1 )||2
− 2 (yH H1 (c1  u1 )s1 )
= ||y||2 + A|s1 |2
− 2 (yH H1 (c1  u1 )s1 )
where A =

(m )

where ū1 = E[u1 |y, ŝ1 ], which is available from (15). Finally, the M-step is given by

s 1 ∈S

l

=

(m )
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l

|H l , 1 |2
,
L

(16)

we have

Since the complexity to find ūl,k is high for a large K, we
consider an approximation in this section.
For convenience, let s = ŝ(m ) , which is assumed to be known.
(m )
In order to estimate ūl,k , we can consider an iterative approach
based on the Gaussian approximation.
As in (13), since al s are independent, we consider a specific
al omitting the index l for notational convenience. Then, yl = y
can be written as

ck Hk sk uk + n.
(19)
y=
k

Let bk = ck Hk sk , which is known. Furthermore, suppose that
we have prior information of uk as follows:

(m )

E ||y − H1 (c1  u1 )s1 ||2 |y, ŝ1


(m )  
= ||y||2 + A|s|2 − 2 yH Hk ck  ū1 s1

(17)

E[uk ] = ūk and Var(uk ) = 1 − ū2k .
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Note that the variance of uk is due to the fact that uk ∈
{−1, +1}. With the a priori probability of {u1 , . . . , uk −1 ,
uk +1 , . . . , uK }, we can update the mean of uk . However, since
uk is binary, this updating may require a high complexity. To
avoid it, we can consider a Gaussian approximation as follows:

bk  uk  + n = bk uk + nk
(20)
y = bk u k +
k  =k


where nk = n + k  =k bk  uk  is assumed to be Gaussian. That
2
), where
is, we assume that nk ∼ CN (μ−k , σ−k




2
bk  ūk  and σ−k
= N0 +
|bk  |2 1 − ū2k  . (21)
μ−k =
k  =k

(m )

It can be shown that V̄(m ) = [v̄1
(m )

v̄k

(m )

l

= Hl,k cl,k E ul,k |y, s(m ) = Hl,k cl,k ūl,k .

ūk (ū−k ) =

−

4
σ2
−k

∗
( ŷ −k
bk )

−

4
σ2
−k

∗ b )
( ŷ −k
k

1 − κe
1 + κe

(22)

where y−k = y − μ−k , and ū−k = [ū1 , . . . , ūk −1 , ūk +1 , . . . ,
ūK ]T .
In summary, we can consider an iterative method, which is referred to as the Gaussian approximation based iterative method
(GAIM) to estimate ūk as follows.
I0) Let i = 0 (here, i is used as the GAIM iteration index)
and
(0)

ūk = Pr(uk = 1) − Pr(uk = −1) = 1 − 2p, for all k.
I1) Update the mean value of uk as in (22), i.e.,
 (i) 
(i+1)
= ūk ū−k , for all k.
ūk

(i+1)
(i)
I2) Stop if k |ūk
− ūk | ≤  or i ≥ Im ax , where  and
Im ax are a small constant and the maximum number of
iterations, respectively. Otherwise, l ← l + 1 and move
to I1).
Note that there is no guarantee that the GAIM converges.
B. Case of Coded Systems With Multiple Devices
In Section III-B, we only consider the M-step for uncoded
single-device systems. In this section, we extend it to the case of
coded systems with multiple active devices transmitting signals
simultaneously.
It can be shown that


Hk (ck  uk )sk ||2 = ||y −
vk sk ||2
||y −
k

k

= ||y||2 + sH VH Vs
− 2 (yH Vs)

(23)

where vk = Hk (ck  uk ), and V = [v1 . . . vK ]. Let V̄(m ) =
E[V|y, ŝ(m ) ] and Φ(m ) = E[VH V|y, ŝ(m ) ]. Then, we have

E[||y − Vs||2  y, ŝ(m ) ]


(24)
= ||y||2 + sH Φ(m ) s − 2 yH V̄(m ) s

(25)

(m )

Here, ūl,k = E[ul,k |y, s(m ) ]. We can also show that
Φ(m )

k  ,k

= E vkH vk

∗
(m )
=
Hl,k
 Hl,k cl,k  cl,k E ul,k  ul,k |y, s
l


=

k  =k

Based on this Gaussian approximation, the mean of uk is updated as

(m )

. . . v̄K ], where

(m )

(m )

(v̄k  )H v̄k

,

Ak ,

if k  = k
if k  = k

(26)


(m )
where Ak = L1 k |Hl,k |2 . Thus, once we estimate ūl,k using
the GAIM, vk can be found as in (25). Finally, the M-step is
given by


s = argmax Q s|ŝ(m )
s∈S K

= argmin sH Φ(m ) s − 2
s∈S K




yH V̄(m ) s .

(27)

This M-step is to be generalized for coded signals.
In order to explain the M-step for coded signals, we need
to include the time index t. Suppose that for each device
{sk ;0 , . . . , sk ,T −1 } ∈ Ck is a coded signal sequence that is a
code word in the codebook Ck for device k. Let st = [s1;t . . .
sK ;t ]T , vk ;t = Hk ;t (ck ;t  uk ;t ), and Vt = [v1;t . . . vK ;t ].
(m )
(m )
(m )
Furthermore, let V̄t = E[Vt |yt , ŝt ] and Φt = E[VtH
(m )
Vt |yt , ŝt ]. Then, the M-step is given by


(m )
(m ) 
{st } = argmin
(28)
sH
s − 2 ytH V̄t st
t Φt
{s}∈C

t

where C = C1 × · · · × CK . This shows that the M-step is joint
decoding for K coded signals, which is computationally prohibitive. Thus, we need to resort to any suboptimal approaches.
The first suboptimal approach is based on the correlator. To
the channel decoder for each device, the output of the correlator
with the estimated perturbed spreading sequence can be used,
which is given by
(m )

zk

=

L −1

l=0

 (m ) H
(m )
∗
yl Hl,k
cl,k ūl,k = v̄k
y

(29)

where the time index t is omitted for notational convenience. If
K is small and L is large, the correlator can reasonably mitigate
interference from the other devices. The hard decision of the
output of a channel decoder becomes ŝ(m +1) . The resulting
approach is referred to as the iterative receiver with correlator.
Another approach is based on the minimum mean squared
error (MMSE) with SIC [19]. In each iteration, the interference
from the other devices is to be mitigated by SIC. At the mth
iteration, we decompose V as V = V̄ + Ṽ, where V̄ = V̄(m ) .
Here, we omit the EM iteration index m for notational convenience. To decide a soft decision of sk as an input to a channel
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decoder, y is to be rewritten as
y = V̄s + Ṽs + n

vq sq + Ṽs + n.
= v̄k sk +

(30)

q =k

From the previous EM iteration, suppose that the mean values
of {sq }, q = k are available. Then, the SIC can be carried out
as follows:

(31)
yk = y −
v̄q s̄q = v̄k sk + wk
q =k



where wk = q =k v̄q s̃q + Ṽs + n. The covariance matrix of
wk can be obtained as
Σk = E wk wkH

v̄q v̄qH σ̃q2 + Es E ṼṼH + N0 I.
=

(32)

Fig. 4.

SER versus SNR (L = 64 and p = 0.25).

q =k

It can be shown that

 K


1
H
2
2
E ṼṼ
δl,l 
=
|Hl,k | E |ul,k − ūl,k |
l,l 
L
k =1
 K

1
2
2
=
|Hl,k | (1 − ūl,k ) δl,l  .
(33)
L
k =1

The MMSE estimate of sk after SIC is finally given by
H
zk = Σ−1
k v̄k yk .

(34)

This becomes the input to the channel decoder for device k. The
output of the channel decoder becomes the output of the M-step,
(m +1)
= [ŝ(m +1) ]k . The resulting approach is referred to
i.e., ŝk
as the iterative receiver with MMSE-SIC detector.
V. SIMULATION RESULTS
In this section, we present simulation results with 64quadrature amplitude modulation. Each tap of the CIR hi,k ;t is
assumed to be an independent zero-mean CSCG random variable with variance 1/P with P = 6 (i.e., Rayleigh fading is
assumed). In Sections V-A and V-B, we discuss simulation results of uncoded cases of K = 1 and coded cases of K ≥ 1,
respectively.
A. Simulation Results of Uncoded Systems With K = 1
In this section, we consider uncoded systems with K = 1 with
a processing gain of L = 64. The signal-to-noise ratio (SNR) is
given by SNR = Es /N0 .
Fig. 4 shows the symbol error rate (SER) for various SNRs
with p = 0.25. For the initialization of the EM algorithm, we
(0)
assume that ūl,1 = 1. The performance after the first iteration
is poor as the estimation of ul,1 is not satisfactory. However,
after the second iteration, we can see that the performance is
significantly improved at a high SNR and a better performance
can be achieved with more iterations.
In order to see the performance of the EM algorithm over
iterations, we show the SERs for various numbers of iterations

Fig. 5.

SER over iterations (L = 64 and p = 0.25).

in Fig. 5 with p = 0.25. It is shown that three EM iterations
might be sufficient for reasonable performances.
Fig. 6 shows the SERs for various values of p. As mentioned
earlier, it is desirable to have a high crossover probability p of
the chip flipping BSC to make correlation attacks computationally infeasible, which can also result in a degraded detection
performance at Bob as shown in Fig. 6. However, it is shown
that at a high p, Bob can still have a reasonable SER with the
EM algorithm (after three iterations).
B. Simulation Results of Coded Systems With K ≥ 1
In this section, we present simulation results of coded systems
with K ≥ 1 where each device employs a rate-half convolutional code with a random bit interleaver. The generator polynomial of the convolutional code is (5, 7) in octal. At the receiver,
we use the BCJR algorithm [22] to provide soft decision for the
MMSE-SIC detector. For coded systems, we consider Eb /N0
for the SNR, which is given by
Eb
Es
=
N0
N0 Rc log2 M
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Fig. 6.

Performances of SER for various values of p.

where Rc denotes the code rate (which is 1/2). In each EM
iteration, the maximum number of GAIM iterations is set to 20
in all the simulations in this section.
Fig. 7 shows the performances of the iterative receivers with
correlator and MMSE-SIC detector when L = 64, p = 0.1, and
K = 4. As shown in Fig. 7(a), the iterative receiver with MMSESIC detector performs better than that with correlator as the IUI
can be suppressed by SIC using the soft decisions from the
previous EM iteration. We can also see that the performance
can be improved with more iterations, as shown in Fig. 7(b). We
may need three iterations for reasonable performances.
It is noteworthy that as shown in Fig. 7(a), the performance
of the coded systems with K ≥ 1 is not significantly improved
as the SNR increases, which is different from that of uncoded
systems with K = 1 shown in Fig. 4. This difference results
from the existence of IUI and errors in estimating ūk in the case
of K > 1. Thus, a better performance could be obtained if a
better estimator of ūk can be employed.
Fig. 8 shows the performances for various values of p when
L = 64, Eb /N0 = 30 dB, and K = 4. It is shown that the performance is quickly degraded as p increases. Note that as mentioned earlier, the overall crossover probability p can effectively
increase due to IUI in the multiuse case. Thus, a small value of
the crossover probability of the induced chip flipping BSC p
could be sufficient to reduce Eve’s correlation attacks to bruteforce attacks, and Bob can have reasonably good performances
(e.g., if p = 0.1, the coded BER of the iterative receiver with
MMSE-SIC is around 3 × 10−3 after three iterations).
The impact of K on the performance is shown in Fig. 9
when L = 64, Eb /N0 = 30 dB, and p = 0.1. If K is small
(e.g., K = 2), we can see that a low BER (less than 10−4 ) can
be achieved by the iterative receiver with MMSE-SIC. For a
small K, since the IUI is limited, a good estimate of ūk can
be obtained, which results in a better mitigation performance of
the other spread signals by the MMSE-SIC detector. From this,
a low-coded BER can be obtained for a small K.
Fig. 10 shows the performance for various values of L when
K = 4, Eb /N0 = 30 dB, and p = 0.1. It is shown that as L
increases, the Bob’s performance can be improved, and the

Fig. 7. Performances of the iterative receivers with the correlator and
MMSE-SIC detector when L = 64, p = 0.1, and K = 4. (a) Coded BER
versus E b /N 0 . (b) coded BER versus iterations.

Fig. 8. Performances of coded BER for various values of p when L = 64,
E b /N 0 = 30 dB, and K = 4.
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particular, for the case of multiple devices transmitting signals
simultaneously, we considered coded systems and derived iterative receivers based on the EM algorithm to mitigate IUI using
the correlator and MMSE-SIC detector. The iterative receiver
with MMSE-SIC detector can exploit the previous decoding result and provides a better performance than that with correlator.
Through the simulations, we saw that the EM algorithm can
perform well with a high crossover probability (e.g., an SER of
10−2 can be achieved with a crossover probability of p = 0.3)
for the case of K = 1. For the case of coded systems with
K ≥ 1, the iterative receiver with MMSE-SIC provided good
performances for a large processing gain.
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