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Abstract—In this article, the authors focus on a correlated
channel model for secure relay beamforming in the relayeavesdropper network. In this network, a single-antenna sourcedestination pair transmits secure information with the help
of a amplify-and-forward (AF) relay equipped with multiple
antennas. The relay cannot obtain the instantaneous channel
state information (CSI) of the eavesdropper. The relay only have
the knowledge of correlation information between the legitimate
and eavesdropping channels. Depending on this information, we
derived the conditional distribution of the eavesdropping channel.
Three beamformers at the relay are studied: the zero-forcing (ZF)
beamformer, the generalized match-forward (GMF) beamformer
and the general-rank beamformer (GRBF). The authors found
that the ZF beamformer is invalid in this system, and the
GMF beamformer is the optimal rank-1 beamformer, and the
GRBF is the iteratively optimal beamformer. Numerical results
are presented to illustrate three beamformers’ performance,
and the impacts of different parameters, especially the channel
correlation, on the system performance are analyzed.

I. I NTRODUCTION
Security is an important aspect of a wireless communication
system due to the broadcast nature of radio propagation.
In 1975, Wyner proposed the wiretap channel model, and
proved that when the wiretap channel is a degraded version of
the main source-destination channel, the source can send secret
messages to the destination without leaking any information
to the eavesdropper, by exploiting the physical properties of
the channel [1]. Leung-Yan-Cheong et al. [2] and Csiszár
and Korner [3] respectively generalized Wyner’s approach
to scenarios with Gaussian channels and broadcast channels.
However, physical layer security was not really attractive for
researchers in 1980s and 1990s. In a single-antenna system,
the secrecy rate is typically zero when the legitimate channel
is worse than the eavesdropping channel.
In recent years, many works [4]–[10] have been proposed
to avoid that limitation by taking the advantage of multiple antennas. Four cooperative schemes (decode-and-forward
(DF), amplify-and-forward (AF), compress-and-forward (CF),

cooperative jamming (CJ)) and antenna selection are respectively studied in [4]–[9]. Wang et al. designed the optimal and
suboptimal relay selection algorithms for backscatter wireless
communication systems under the information security constraint [10].
It is noteworthy that most of the previous works of relay wireless networks assumed the legitimate channel and
the wiretap channel are independent. However, in practical
scenarios, correlations between channels usually exist [11]–
[13], depending on antenna deployments, scatters around the
legitimate receiver and eavesdropper and so on.
In this paper, we investigate the beamforming schemes to
maximize the secrecy capacity of a wireless relay network in
which the legitimate channel is correlated with the eavesdropper’s. We suppose that the relay with multiple antennas cannot
obtain the instantaneous channel state information (CSI) of the
eavesdropper’s channel, and the legitimate receiver estimates
the correlation information between the two channels and
feeds it back to the relay.
Notation: We use uppercase and lowercase boldface letters
denote matrices and vectors, respectively. IM denotes the
T
H
M × M identity matrix. (·) and (·) are the transpose
and conjugate transpose of matrices or vectors, respectively.
∗
(·) is the complex conjugate operator. E (·) is the statistical
expectation. tr (·) denotes the trace of a matrix. The Kronecker
product is denoted as ⊗. vec (·) denotes the column vectorising
operator which stacks the columns of a matrix in a column vector, while unvec (·) is the corresponding inverse-transforming
operator.
II. S YSTEM M ODEL AND P ROBLEM F ORMULATION
A. System Model
We consider a four-node network, which consists of a source
(Alice), a destination (Bob), a relay, and an eavesdropper
(Eve). The relay is to help secure transmissions from Alice
to Bob. There are no direct channels from Alice to Bob and
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Eve. Eve is to eavesdrop the signal from the relay to Bob. We
consider the following scenarios:
A1) The relay is equipped with M antennas for secure and
reliable transmissions to Bob, while Alice, Bob and Eve
are equipped with single antenna.
A2) Eve may be close to Bob for eavesdropping, which allows
Bob to estimate the Eve’s channel and feed it back to the
relay.
Let hb denote the channel vector to Bob from the relay.
In addition, denote by he the channel vector to Eve from the
relay. According to A2), hb and he could be correlated and
this correlation can be observed by Bob. Note that if Eve is not
close to Bob, the two channel vectors are uncorrelated and Bob
does not need to know their correlation. Assuming Rayleigh
fading, hb and he can be modeled as jointly circularly
symmetric complex Gaussian (CSCG) random vectors:


 
 T T T
0
R11 R12
h = h b he
,
(1)
∼ CN
,
R21 R22
0
H
H
where R11 = E{hb hH
b }, R12 = E{hb he }, R21 = E{he hb },
and R22 = E{he hH
}.
e
Because of the correlation between hb and he , h can be
represented using a CSCG random vector h1 ∼ CN 0, σ 2 I
as
h = R1/2 h1 ,
(2)

where R is Hermitian and positive deﬁnite, and denotes the
channel correlation matrix, and σ 2 is the variance for each
correspondingly independent channel. According tothe above
R11 R12
= σ 2 R.
discussion, it is easily obtained that
R21 R22
At Bob, with knowing its channel vector hb , the conditional
distribution of he can be found as [14],

(3)
he | hb ∼ CN h̄e , R̄e .
−1
where h̄e = R21 R−1
11 hb , and R̄e = R22 − R21 R11 R12 . The
proof has been omitted.
According to [15], the channel correlation matrix can be
divided into two parts, i.e., R = Rr ⊗ Rs , where Rr and Rs
are 2 × 2 and M × M matrices, and denote the receive and
transmit correlation matrix, respectively.

B. Signal Transmitting Procedure
The transmitting procedure is divided into two stages. In the
ﬁrst stage, Alice sends the source signal s with distribution
CN (0, 1) to the relay. The received signal vector at the relay
is given by
yr = gs + n,
(4)
where g is the channel vector from Alice to the relay, and n is
the background complex Gaussian noise vector. In the second
stage, the relay retransmits yr via AF protocols. Denote by F
the beamforming matrix at the relay for AF relaying. Then,
the received signals at Bob and Eve, denoted by yb and ye ,
respectively, are given by
y b = hH
b F (gs + n) + nb

(5)

y e = hH
e F (gs + n) + ne .

(6)

where nb and ne is the background complex Gaussian noise
variables at Bob and Eve, respectively.
It is assumed that

p (F) = tr FggH FH + tr FFH
= tr FĜFH
≤ pr ,

(7)

where Ĝ = G + IM , G = ggH , and pr is the relay power
constraint in the second stage.
Remark: In this paper, we assume that all noise variances are
1, i.e., n ∼ CN (0, I), nb ∼ CN (0,
 1), ne ∼ CN (0, 1). Generally, we assume that n ∼ CN 0, σ 2 I , nb ∼ CN (0, σb ),
ne ∼ CN (0, σe ), where σ, σb , σe are variances. We can easily
normalize the noise variances to 1 by the following transforms:
yr → yσr , yb → σybb , ye → σyee , g → σg , hb → σσb hb ,
and he → σσe he . So the general case always ﬁt into our
assumptions.
C. Problem Formulation
In this paper, we focus on the relay beamforming problems.
We ﬁrst deﬁne several quantities prior to presenting the
optimization criteria. The signal-to-noise ratio (SNR) at Bob,
γb , as a function of F, deﬁned as
γb (F) =

2
|hH
b Fg|
,
2
1 + hH
b F

(8)

and the SNR at Eve, γe , as a function of he and F, deﬁned
as
2
|hH
e Fg|
γe (F, he ) =
.
(9)
H
1 + he F2
For fast fading channels, with γb (F) and γe (F, he ) in (8)
and (9), for given hb , the performance metric can be the
ergodic secrecy rate,

+
1 log2 (1 + γb (F))−
Reg (F) =
.
(10)
2 Ehe |hb [log2 (1 + γe (F, he ))]
As the ergodic secrecy rate Reg , which is expressed in
integral form, is difﬁcult for computation and optimization,
we use the following approximation
1
+
R̄ (F) = (log(1 + γb (F)) − log(1 + γ̄e (F))) ,
(11)
2
where the approximate average SNR at Eve is


2
Ehe |hb |hH
e Fg|
γ̄e (F) =
2
1 + Ehe |hb [hH
e F ]
=
=

2
H H
|h̄H
e Fg| + g F R̄e Fg

2
1 + h̄H
+ tr FH R̄e F
eF

gH FH Ĥe Fg
1 + tr FH Ĥe F

,

(12)

where Ĥe = H̄e + R̄e , and H̄e = h̄e h̄H
e.
Note that the same approximation method has been adopted
in [16], [17] to maximize the average secrecy rate with

imperfect CSI at the transmitter. The beamforming matrix is
to maximize the secrecy rate for a given hb . For convenience,
we drop the operator (·)+ and the constant coefﬁcient 1/2.
Mathematically, the optimal beamforming problem can be
expressed as

max log(1 + γb (F)) − log(1 + γ̄e (F))
F

s.t. tr FĜFH ≤ pr .

(13)

channel capacity of Eve reduce to zero, that is γ̄e (F) = 0.
According to (12), we can obtain that
2
H H
|h̄H
e Fg| + g F R̄e Fg = 0.

It is clear that the ﬁrst term and the second term of the
left-hand expression of (19) are both no less than zero for
any F. In order to satisfy the constraint of (19), for the ZF
beamformer FZF need to satisfy
2
|h̄H
e FZF g| = 0,

III. R ELAY B EAMFORMER D ESIGN
In this section, we are going to design the beamforming
matrices in order to obtain the maximal approximate ergodic
secrecy rate R̄.
According to (8), γb can be rewritten as

a

b

=

vec(F) vec (Hb FG)
H

1 + vec(F) vec (Hb F)
H
vec(F) GT ⊗ Hb vec (F)
H

1 + vec(F) (IM ⊗ Hb ) vec (F)

,

(14)

where Hb =hb hH
b . The derivations (a) and (b) come from the
H
H
B
= vec(A) vec (B) and vec (ABC) =
theorems
tr
A
 T
C ⊗ A vec (B), respectively [18].
So let w = vec(F), then

wH GT ⊗ Hb w
.
(15)
γb (w) =
1 + wH (IM ⊗ Hb ) w
In a similar way as (15), γ̄e can be rewritten as
γ̄e (w) =

1 + wH IM ⊗ Ĥe w

,

(16)

p (w) = w

T

(20)

= 0.

(21)

Combining the constraint (20) and the fact h̄e
R21 R−1
11 hb , we can obtain the fact that

Ĝ ⊗ IM w ≤ pr .

=
(22)

B. Generalized match-and-forward beamformer design
The zero-forcing beamformer is designed to transmit signals
without leaking out to the eavesdropper, while the generalized
match-and-forward (GMF) beamformer is designed to use the
maximal-ratio-combining(MRC) strategy to make Bob obtain
the biggest channel capacity.
Using (5), we can see
yb = hH
Fgs + hH
b Fn + nb
 bT
= g ⊗ hH
ws
+ hH
b
b Fn + nb .

(17)

Let Hgb = GT ⊗ Hb , Hib = IM ⊗ Hb , Hge = GT ⊗ Ĥe ,
Hie = IM ⊗ Ĥe and Hgi = ĜT ⊗ IM . Plugging (15), (16)
and (17) into (13), the optimization problem can be rewritten
as


wH Hgb w
wH Hge w
max
log 1 + 1+wH H
− log 1 + 1+wH H
w
w
ie
ib
w
.
s.t.
wH Hgi w ≤ pr
(18)
Because of w = vec(F), when we get the optimal w, we
can obtain the optimal F by solving F = unvec (w).
A. Zero-forcing beamformer design
In this subsection, we ﬁrst focus on the zero-forcing (ZF)
beamformer, and learn the feasibility of the ZF beamformer.
According to the deﬁnition of the ZF beamformer, we need
design the beamformer to make sure that the approximate

(23)

According to the MRC strategy, we can get that the optimal
w of the generalized MF beamformer is
w = μ2 qgb ,

and the relay power constraint (7) can be rewritten as
H

FH
ZF R̄e FZF g

i.e., the channel capacity of Bob is zero.
In summary, when the ZF beamformer is adopted for the
relay, the secrecy channel capacity of the system is zero all
the time.

H

wH GT ⊗ Ĥe w

g

H

γb (FZF ) = 0,

gH FH Hb Fg
γb (F) =
1 + tr (FH Hb F)
=

(19)

(24)

where qgb = g∗ ⊗ hb , and μ2 is a scale number which makes
sure w satisﬁes the power constraint.
Plugging (24) into Problem (18), the problem becomes
a single variable optimization problem. According to the
theoretical derivation process in Appendix A, the optimal μ
can be obtained as
⎧
m ≥ h4b
⎪
⎨ 0
2
√
μ2 =
x0 m < min h4b , g p+1
,
(25)
2
r
⎪
√
⎩
x1
else
where hb = hb , g = g, m = hH
b Ĥe hb , x0 =

1
and x1 = (g2 +1)g
4 h4 m .
b

pr
g 2 h2b (g 2 +1)

As F = unvec (w), the generalized match-and-forward
beamformer can be rewritten as FGM F = μ2 hb gH . Compared
with the MF beamformer in [16], it is easily obtained that the
generalized match-and-forward beamformer is essentially the
MF beamformer in [16], i.e., the optimal rank-1 beamformer.
The proof is omitted.

C. General-rank beamformer (GRBF) design

we can see

In this subsection, we do not impose any other constraints
to the beamforming matrices. By dropping the log constraint,
the optimization problem (18) can be formulated as
max
w

s.t.

τ=
≥

H

1+w (Hgb +Hib )w
1+wH Hie w
1+wH Hib w
1+wH (Hie +Hge )w
wH Hgi w ≤ pr

.

(27)

Plugging (27) into (26), for each given τ , (26) can be
rewritten as
w



s.t.

H

W

s.t.

τ

.

(28)

1+tr((Hgb +Hib )W)
1+tr(Hib W)

tr (Hgi W) ≤ pr
tr ((τ Hge + (τ − 1) Hie ) W) = 1 − τ
⎩
W0

. (29)

The problem (29) is a Quasi-Convex problem, in order to
solve this problem, we adopt the Charnes-Cooper transformation. We introduce two variables Z  0 and η > 0, and deﬁne
that W = Zη , then the problem (29) can be rewritten as
max
Z,η

s.t.

⎧
⎪
⎪
⎨

τ (η + tr ((Hgb + Hib ) Z))

tr (Hgi Z) ≤ ηpr
tr ((τ Hge + (τ − 1) Hie ) Z) = η (1 − τ )
η + tr (Hib Z) = 1
⎪
⎪
⎩
Z  0, η > 0

.

(30)
Problem (30) is a Semi-Deﬁnite Programming (SDP) problem which is convex, it can be solved by many convex
optimization tools, such as CVX.
We assume that the optimal result of (30) is denoted by
φ (τ ), for it is calculated with a given τ . In order to obtain
the optimal solution of (26), the single-variable optimization
problem as
max

φ (τ )

s.t.

τlb ≤ τ ≤ τub

τ

and
1 + wH Hie w
1 + wH (Hie + Hge ) w
≤1

τ=
Δ

w (τ Hge + (τ − 1) Hie ) w = 1 − τ

⎧
⎨

(32)

= τub .

To solve the above problem, Semi-Deﬁnite Relaxation
(SDR) is used. We deﬁne a matrix W which satisﬁes W =
wwH . Dropping the non-convex rank-1 constraint, (28) becomes
max

w
Hgi
pr

Δ

1 + w Hie w
.
τ=
1 + wH (Hie + Hge ) w

1+wH (Hgb +Hib )w
1+wH Hib w
wH Hgi w ≤ pr

Hgi
pr

= τlb ,

H

τ

wH Hie +

w
wH Hie + Hge +

−1 

Hgi
Hgi
Hie + Hge +
Hie +
≥ λmin
pr
pr

(26)

We introduce a slacking variable τ which satisﬁes

max

1 + wH Hie w
1 + wH (Hie + Hge ) w

(31)

need to be solved, where τlb and τub is the lower bound and
upper bound, respectively. According to the constraint (27),

(33)

From (32) and (33), we can see that τ = τlb denotes
that Eve’s approximate wiretapping channel capacity reaching
the best, while τ = τub denotes that Eve cannot get any
information from the channel.
Problem (31) is a one-variable optimization problem. Its
optimal solution can be obtained by the one-dimension search
algorithm.
Notation: Problem (29) is solved by dropping the rank-1
constraint. We assume that (Z∗ , η ∗ ) is the optimal solution
∗
of (30), and W∗ = Zη∗ . If W∗ is rank-1, we can obtain the
optimal w∗ via the eigenvalue decomposition of W∗ . If the
rank of W∗ is larger than one, we can extract an approximate
solution w∗ by the Gaussian Randomization procedure [19].
IV. N UMERICAL RESULTS
In this section, we show simulation results to present the
performance of the proposed relay beamformers. In addition,
Reg in (10) for the proposed relay beamformers are also given
with high precision numerical methods, and the MF beamformers from [16] is presented for the sake of comparison. In
2
the simulation, we let g 2 = g = 10 dB.
that the receive correlation matrix Rr =

 We assume
1 ε
. ε = 0 means that the receive channel states of
ε∗ 1
Bob and Eve are independent, while |ε| = 1 means the receive
channel states of Bob and Eve are completely correlated. The
transmit correlation matrix can be assumed as an M × M
identity matrix, since the relative positions among the relay’s
antennas could be well designed to reduce their correlation.
In the simulations, the approximate ergodic secrecy rate R̄
for ZF beamformer are also obtained like [5] to verify our
analysis. For simulations, g and hb are randomly generated
for each run, and average values of 1000 runs are used.
Fig. 1 shows the impact of the receive correlation coefﬁcient
on the secrecy rate. As expected, R̄ for the ZF beamformer
is always zero. As observed, the performance of the GRBF
overpasses that of the GMF beamformer. When |ε| increases,
R̄ decreases for the GRBF and GMF beamformer. Especially,
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Fig. 1. Approximate ergodic secrecy rate R̄, ergodic secrecy rate Reg versus
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Substituting (24) into (15), then

0.5

 H T 
gg
⊗ hb h H
(g∗ ⊗ hb )
b
γb (μ2 ) =

H
1 + μ22 (g∗ ⊗ hb ) IM ⊗ hb hH
(g∗ ⊗ hb )
b


μ22 gT g∗ gT g∗ ⊗ hH
hb hH h b
a
 Hb  bH
=
2
1 + μ2 (gT IM g∗ ) ⊗ hb hb hb hb
μ22 g 4 h4b
=
.
(35)
1 + μ22 g 2 h4b
μ22 (g∗ ⊗ hb )

0.4
0.3
0.2
0.1
0
2

In this paper, a dual-hop wireless communication system
was studied. In this system, the relay was equipped with
multiple antennas, and the legitimate channel was correlated
with the eavesdropping one. The authors studied three different
beamformers at the relay: the ZF beamformer, the GMF
beamformer, and the GRBF. It could be found that the ZF
beamformer became invalid in this system, the performance
of the GRBF was the best, and the GMF had the lower
computation complexity.
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Secrecy rate (bps/Hz)

when |ε| = 0, i.e., Bob and Eve’s channels are independent,
R̄ for both beamformers reach the biggest, while |ε| = 1,
i.e., Bob and Eve’s channels are fully correlated, both R̄
become zero. Along with the increase of the correlation, it
becomes harder to exploit the difference between the channels
to transmit secure information. R̄ for the MF beamformer is
coincident to R̄ for the GMF beamformer, which proves that
the GMF beamformer is the optimal rank-1 beamformer.
Fig. 2 depicts the curves of system performance versus
the relay power pr . When pr increases, R̄ for the GRBF
increases fast, and R̄ for the GMF beamformer increases at
the beginning, then becomes ﬂat. From (25) we can see that
when pr is low, the performance of the GMF beamformer
is improved with the increase of pr , when pr is in the high
region, the performance of the GMF beamformer is irrelevant
to pr .
Fig. 3 presents the curves of the secrecy rates versus
the number of the relay’s antennas. When M increases, the
performance for the GMF beamformer and the GRBF is both
improved, however, the improvement rate becomes lower. That
is because we assume that the channel gain between Alice and
the relay g 2 is constant. When M increases, the average signal
strength for each antenna degrades.

3

4

M

5

6

Fig. 3. Approximate ergodic secrecy rate R̄, ergodic secrecy rate Reg versus
M , σ 2 = 1, |ε| = 0.5, pr = 10 dB.

H

The process (a) comes from the theorem (AB) ⊗ (CD) =
(A ⊗ C) (B ⊗ D).


 2
g + 1 g 4 h4b mx2 − 1
g 4 m − h4b
df (x)
=
dx
(1 + (g 2 + 1) g 2 mx) (1 + g 2 mx) (1 + (g 2 + 1) g 2 h4b x) (1 + g 2 h4b x)
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Substituting (24) into (16), then
T
H 
μ22 (g∗ ⊗ hb )
ggH ⊗ Ĥe (g∗ ⊗ hb )
γ̄e (μ2 ) =
H
1 + μ22 (g∗ ⊗ hb ) IM ⊗ Ĥe (g∗ ⊗ hb )
=

μ22 g 4 m
,
1 + μ22 g 2 m

(36)

where m = hH
b Ĥe hb is a constant w.r.t hb and the covariance
matrix of h.
Substituting (24) into (17), the power constraint can be
written as
H

p (μ2 ) = μ22 (g∗ ⊗ hb ) ĜT ⊗ IM g∗ ⊗ hb


= μ22 gT g∗ + gT g∗ gT g∗ ⊗ hH
b hb

2 2
2
2
= μ 2 g 1 + g hb
≤ pr
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Plugging (35), (36) and (37) into (13), and let x = μ22 , the
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g 4 h4 x
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x
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 b
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g 2 1 + g 2 h2b x ≤ pr
Let f (x) be the objective function of (38), the derivative of
f (x) w.r.t. x is shown as (34).
From (38), the power constraint can be written as
pr
x≤ 2 2 2
g hb (g + 1)
Δ

= x0

(39)

Let (34) equal to zero, the positive root can be obtained as

1
x1 =
(40)
2
(g + 1) g 4 h4b m
According to the derivative theory, the optimum results of
(38) can be presented as follows:
⎧
m ≥ h4b
⎪
⎨ 0
f max =

f (x0 )
⎪
⎩
f (x1 )

2

m < min h4b , g p+1
2
r
else
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⎧
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⎨ 0
2
√
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2
r
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else
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