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A Robust Beamforming Approach to Guarantee
Instantaneous Secrecy Rate
Jinho Choi, Senior Member, IEEE

Abstract—We consider a well-known beamforming approach
that induces jamming signals to avoid eavesdropping from a transmitter equipped with an antenna array in this paper. With this
beamforming, which is called masked beamforming, in order
to guarantee a certain instantaneous secrecy rate, we formulate
robust beamforming problems with a constraint that deals with
the eavesdropper channel’s uncertainty and find the solutions.
Unlike a guaranteed ergodic secrecy rate, this guaranteed instantaneous secrecy rate allows us to use codes of short codewords
for secure communications with masked beamforming over slowfading channels. In addition, since the optimal solutions are found
in closed form, we do not need to resort to any convex optimization
solvers.
Index Terms—Convex optimization, random masked beamforming, secure communications.

I. I NTRODUCTION

W

IRELESS communications have become more popular as there are various applications that help people
in daily life and business. Due to the broadcast nature, however, wireless communications are prone to various security
threats such as eavesdropping. Thus, for secure communications, it is necessary to encrypt signals and actively employ
various approaches in cryptography [1], [2]. Besides conventional cryptographic techniques that rely on eavesdroppers’
limited computational resources, there are different approaches
that can exploit inherent properties of wireless channels for
secure communications based on the notion of informationtheoretic security [3]–[6]. In general, these approaches belong
to physical layer security where secure communications can
be achieved using channel codes [7]–[9] and various signal
processing techniques [10]–[12].
Among various approaches, the approach in [10] becomes
widely studied where a beam of artificial noise is used to keep
an eavesdropper ignorant when the transmitter is equipped with
an antenna array. That is, artificial noise is generated to degrade
the eavesdropper channel and as a result, a positive secrecy
rate can be achieved. This approach is referred to as random
masked beamforming in this paper. In [13], the secrecy rate of
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random masked beamforming is analyzed. In [12], [14], it is
also shown that jamming signals can be generated from a legitimate receiver (which is equipped with an antenna array) using
the full-duplex operation.
A salient feature of random masked beamforming is that it
can generate artificial jamming signals without knowing instantaneous channel state information (CSI) of an eavesdropper
[10], [15]. With known channel distribution information (CDI)
or statistical properties of the eavesdropper channel, it is possible to obtain the ergodic secrecy rate from a transmitter to a
legitimate receiver. For guaranteed performances, various optimization problems are considered [16]–[18] to decide the transmit beam as well as covariance matrix for artificial noise vector.
In this paper, we consider random masked beamforming
and formulate optimization problems when a transmitter is
equipped with an antenna array for beamforming. We are able
to derive a closed-form solution of the formulated optimization
problem. The main differences from existing approaches are as
follows. We consider instantaneous secrecy rate with signal-tointerference-plus-noise ratio (SINR) constraints. Note that in
[17], the ergodic (or average) secrecy rate is considered. For
slow fading channels, the ergodic secrecy rate cannot help to
decide the code rate unless the length of codewords is sufficiently long. Thus, we need to consider instantaneous secrecy
rate. The approach in this paper allows to use a code of short
codewords, which might be more practical over slow fading
channels.
To guarantee an instantaneous secrecy rate, the knowledge
of the eavesdropper channel is usually required, which is not
generally available at the transmitter. Thus, CDI rather than
instantaneous CSI can be considered. In this case, we may need
to consider outage event. In [16], [18], the outage probability is taken into account as a constraint. On the other hand, in
this paper, we consider a certain constraint or condition to deal
with the eavesdropper channel’s uncertainty, which allows us
to formulate robust optimization problems for random masked
beamforming, and derive a lower-bound on the probability that
this constraint holds. From this lower-bound, we can see that
this key constraint is satisfied with an overwhelming probability
for a sufficiently large number of antennas at the transmitter.
An interesting finding in this paper is that the approach in
[10] can be seen as an optimal solution of a certain problem
except transmission powers. Note that a similar finding is also
derived in [16].
In summary, the main contributions of the paper are as
follows: i) a robust optimization problem is formulated to
guarantee a certain instantaneous secrecy rate with a constraint
on the eavesdropper channel’s uncertainty, and its solution is
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denoted by v, is a random beam that is used to confuse Eve
(i.e., v is an artificial noise vector as in [10]). Let x and y be the
received signals at Bob and Eve, respectively. Then, we have
x = hH (ws + v) + n x ;
y = gH (ws + v) + n y ,

Fig. 1. Jamming for masked beamforming for secure communications.

derived as a set of simple closed-form expressions; ii) a lowerbound on the probability of a key constraint for the formulated
optimization problem is derived, which shows that this constraint holds with an overwhelming probability for a sufficiently
large number of antennas at the transmitter; iii) the optimality
of the approach in [10] is shown by the formulated optimization
problem and its solution.
The rest of the paper is organized as follows. Section II
presents the system model for masked beamforming.
Optimization problems are formulated in Section III to
decide beams and their powers. In Section IV, the probability
of a key constraint that is used in formulating optimization
problems is studied and its lower-bound is derived. Simulation
results are presented in Section V. Finally, the paper is
concluded with some remarks in Section VI.
Notation: Matrices and vectors are denoted by upper- and
lower-case boldface letters, respectively. The superscripts T
and H denote the transpose and complex conjugate, respectively. The 2-norm of a is denoted by ||a||. The Kronecker
product is denoted by ⊗. For a matrix A, [A] p,q denotes the
( p, q)th element of A. E[·] denotes the statistical expectation.
CN(a, R) represents the distribution of circularly symmetric
complex Gaussian (CSCG) random vectors with mean vector a and covariance matrix R. I(X ; Y ) denotes the mutual
information between X and Y .
II. S YSTEM M ODEL
In this section, we present a system model based on the
approach in [10], where random masked beamforming is used
for secure communications.
Suppose that an access point (AP) is equipped with an
antenna array to communicate with users or sensors. The number of antenna elements of the array is denoted by L. For
convenience, the AP is called Alice and the sensor or user for
secure communications is called Bob. Furthermore, we assume
that there is an eavesdropper, which could be another sensor
or user, and call it Eve. As shown in Fig. 1, Alice can form a
beam to Bob for secure communications as she has an antenna
array for beamforming, while she can induce jamming signals
with artificial noise to degrade the Eve’s channel using another
beam [10].
Let hH and gH denote the channel vectors of size 1 × L from
Alice to Bob and Eve, respectively. Alice uses a beamformer
to form two beams. One beam, denoted by w, is to transmit
a secret message, denoted by s, to Bob and the other beam,

(1)

where n x ∼ CN(0, σb2 ) and n y ∼ CN(0, σe2 ) denote the background noises at Bob and Eve, respectively. Here, σb2 and σe2
are the variances of n x and n y , respectively.
Note that we assume a single receive antenna at Bob and Eve.
This assumption can be extended to multiple receive antennas.
If multiple receive antennas are employed at Bob, a multiple input multiple output (MIMO) channel can be considered,
which might be denoted by HH . Denote by wH
b the receive
beamforming vector at Bob (an optimal receive beamforming
vector will be discussed at the end of Section III). Then, the
beamformer output is given by
H
x = wH
b (H (ws + v) + nx )

= (Hwb )H (ws + v) + wH
b nx .

(2)

Letting h = Hwb , we can have x in (1) with n x = wH
b nx .
Throughout this paper, since we will assume that h is available
to Alice, the signal model in (1) remains unchanged even if multiple receive antennas are used at Bob. The impact of multiple
receive antennas at Eve will be discussed later.
As mentioned earlier, we assume that the channel vector to
Bob, h, is available at Alice. If time division duplexing (TDD)
is employed, a training signal transmitted by Bob can be used to
estimate h at Alice. Furthermore, we assume that Eve performs
passive eavesdropping. Therefore, Eve would not interfere with
the training signal transmitted from Bob to Alice for the channel estimation. Note that active attack by Eve to hinder the
channel estimation at Alice can be considered in TDD system
[19]. However, in this paper, we only consider passive attack or
eavesdropping by Eve.
From (1), we can have the SINRs1 at Bob and Eve, respectively, as follows:
γb (w, v) =

|hH w|2
|gH w|2
and
γ
(w,
v)
=
, (3)
e
|gH v|2 + σe2
|hH v|2 + σb2

where E[|s|2 ] = 1 for normalization purposes. We assume that
s is Gaussian. For convenience, let
Rs (w, v) = I(x; s) − I(y; s)
= log2 (1 + γb (w, v)) − log2 (1 + γe (w, v)),

(4)

which is the conditional secrecy rate for given w and v, and the
secrecy capacity can be given by
Cs = max Rs (w, v)
w,v

(5)

1 In (3), we consider v is fixed. However, v can be a random vector or artificial noise vector that can increase the effective noise variance. In this case, the
denominators of the SINRs in (3) should be replaced with hH E[vvH ]h + σb2
and gH E[vvH ]g + σe2 for γb and γe , respectively, provided that E[v] = 0.
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with a total power constraint, e.g., ||w||2 + ||v||2 ≤ PT . Then,
the transmission rate of s for secure communications, denoted
by Rs , can be decided as Rs ≤ Cs .
There are few remarks as follows.
• The secrecy rate in (4) is valid if s is Gaussian and v
also delivers Gaussian signals (thus, v is to be replaced
with vd, where d is a random signal, which is a Gaussian
random variable with E[d] = 0 and E[|d|2 ] = 1) [20].
• It is expected to have a non-negative secrecy rate in (4).
Thus, it is implicitly assumed that γb (w, v) ≥ γe (w, v)
(i.e., the Eve’s channel is a degraded wiretap channel).
Otherwise, Rs (w, v) = 0.
• The transmission of random signals using beam v is similar to the use of random bits to confuse Eve in coset
coding [7].
III. M ASKED B EAMFORMING A PPROACH
The secrecy capacity in (5) depends on the channel vectors,
h and g. As mentioned earlier, h is usually available at Alice for
beamforming. However, g is not known in general. Therefore,
Cs is unknown and the determination of the transmission rate
of s for secure communications is not easy. To avoid this problem, in [10], [13], the average secrecy rate is considered for
known statistical properties of h and g. The average secrecy
rate is valid for sufficiently long codewords that can span all
possible states of the fading channels. However, if the channel
vectors are static or varying slowly or the length of codewords
is short, it is difficult to decide the transmission rate of s to be
secure according to the ergodic or average secrecy rate. In this
case, it is desirable to guarantee an instantaneous secrecy rate
for given h and any available information of g. In this section,
we employ the notion of robust beamforming to decide w and
v with a guaranteed secrecy rate.

sensor, we can assume that h is known by Alice. However, the
channel vector to Eve, g, is not known by Alice. Therefore, it
is not possible to determine the beamforming vectors, w and v,
through (6).
In general, Eve may want to be close to Bob for better eavesdropping. However, there might be a limit as Bob should be
aware the presence of Eve if Eve is too close. We can consider this limit to deal with unknown Eve’s channel vector g in
random masked beamforming. That is, g may not be perfectly
correlated with h. Thus, we consider the following additional
constraint:
|gH h|2 ≤ ω||g||2 ||h||2 ,

where 0 < ω < 1, which is referred to as the correlation factor
throughout the paper.
Lemma 1: If a g satisfies (9), cg also satisfies (9) for any
c ∈ C.
The property in Lemma 1 is referred to as the scale invariant property. From this property, we can see that (9) could hold,
although ||g||  ||h|| as long as g and h are not perfectly correlated (i.e., ω < 1). Note that ||g|| can be large if Eve is closer
than Bob to Alice (in this case, the signal-to-noise ratio (SNR)
at Eve can be higher than that at Bob) or Eve has more receive
antennas for a higher SNR. However, we can see that the correlation between g and h is important regardless of Eve’s channel
gain ||g|| or SNR in (9). To ensure a low correlation, h needs to
be highly random. In other words, rich scattering environments
are desirable to have highly random h. For this, Alice may have
an array with sufficient antenna spacing [22]. We will discuss
this issue in Section IV.
We now reformulate the constraints for the problem in (6) to
accommodate (9). Let D = e V − W. Then, (8) becomes
 

 H  D 0
g
g 1
≥ 0.
(10)
1
0H e σe2
=1

A. Robust Beamforming

Furthermore, (9) can be reformulated as
 

 H  ω||h||2 I − hhH 0
g
≥ 0.
g 1
1
0H
0

As in [21], we consider the following problem:
minw,v ||w||2 + ||v||2

γb (w, v) ≥ b
subject to
γe (w, v) ≤ e ,

(11)

=2

(6)

where b and e are the threshold SINRs for Bob and Eve,
respectively, where b > e so that a positive secrecy rate can
be achieved.
Let

Since W and V should satisfy the constraint in (10) for all g lies
in the set described by (11), we have the following constraint
using the S-lemma [23]:
1  λ2 , λ ≥ 0

(12)

(λ) = 1 − λ2  0, λ ≥ 0.

(13)

or

wwH = W and vvH = V.
Then, the constraints in (6) become


1
W − V h ≥ σb2
hH
b


1
W − V g ≤ σe2 .
gH
e

(9)

(7)
(8)

In order to solve (6), we need to know the channel vectors, h
and g. Since h is the channel vector to Bob, a legitimate user or

Then, a robust optimization problem is formulated as follows:
minW,V tr(W) + tr(V)
⎧
2
H
⎪
⎨h (W − b V)h − b σb
subject to (λ)
⎪
⎩
λ

≥0
0
≥ 0.

(14)
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Without the rank-one constraint for W and V, we can consider
the following additional constraints:

Lemma 2: The solution of Problem II has the following
form:

W, V  0,

V = cv Ph ,

(15)

which makes (14) a semidefinite programming (SDP) problem.
Thus, the resulting problem, which is referred to as Problem
I throughout the paper, becomes convex and tractable. For
convenience, this beamforming approach is referred to as the
joint masked beamforming since both W and V are jointly
optimized.

where cv > 0 is constant and Ph = I −

v ⊥ h.

(16)

In addition, as h is known, the beamforming vector that maximizes the SNR at Bob becomes w ∝ h. Then, for a given b ,
Alice can decide the beamforming vector w as follows:

(17)
ŵ = Pw h̄,
h
where h̄ = ||h||
and Pw denotes the transmission power of the
signal to Bob, which is given by

Pw =

b σb2
.
||h||2

(18)

Let us formulate an optimization problem to decide V with
given w = ŵ in (17). We can consider the following constraints:
hH Vh ≤ Pw ||h||2 − b σb2 = 0


gH e V − ŵŵH g ≥ −e σe2 .

(19)

The first constraint in (19) results from (16), while the second
constraint is due to the SINR constraint for Eve. Using the Slemma, we can combine the constraint in (9) and formulate the
following problem to decide V:
minV tr(V)
⎧
H
⎪
⎨h Vh ≤ 0
subject to V  0 and zf (λ)  0
⎪
⎩
λ
≥ 0,
where


zf (λ) =

e V − ŵŵH 0
0H
e σe2

V=

L−1


ψl ul ulH ,

l=1

where ψl ≥ 0. With ŵ in (17), it follows
Z = [zf (λ)]1:L−1,1:L−1 = e V − ch̄h̄H − dI  0,

(23)

where c is constant and d = λω||h||2 > 0. Note that since
[zf (λ)] L ,L ≥ 0, the constraint in (23) is equivalent to
zf (λ)  0. Consider a vector lies in the subspace spanned
by {u1 , . . . , u L−1 }, which is denoted by u. Then, from (23),
it follows
uH Zu ≥ 0.
From this, we have
e uH

L−1


ψl ul ulH u + d||u||2 =

l=1

L−1


(e ψl − d)|m l |2 ≥ 0,

l=1

L
|ψl |2 , for given d, the
where m l = ulH u. Since tr(V) = l=1
optimization problem in (20) is to find {ψl } and can be compactly written as
min{ψl ≥0}

subject to

 L−1
l=1

 L−1
l=1

ψl

(e ψl − d)|m l |2 ≥ 0, for any m l .

(24)

The optimal solution is

(20)


− λ2 .

1
hhH .
||h||2

Proof: In (20), hH Vh ≤ 0 implies that Range(V) ⊥ h as
V is positive semidefinite. Let u1 , . . . , u L−1 denote orthonormal basis vectors that are orthogonal to h, i.e., ulH h = 0 for
l = 1, . . . , L − 1. Since V is also Hermitian, V should have the
following form:

B. Relation to Zero-Forcing Masked Beamforming
In this subsection, we consider a subproblem of Problem I
in (14) and show that the solution of this subproblem is related
to the random masked beamforming approach proposed in [10],
which helps us to see its optimality.
Suppose that the sequence of random v is chosen to be
complex-valued random vectors in the null space of h [10], i.e.,

(22)

(21)

For convenience, the optimization problem in (20) is referred
to as Problem II and the resulting beamforming approach is
referred to as the zero-forcing (ZF) masked beamforming since
v ⊥ w, while w is fixed as in (17).

ψl =

d
, l = 1, . . . , L − 1.
e

 L−1
Since Ph = l=1
ul ulH , we can see that the optimal solution
has the form in (22).

Note that d depends on the Lagrange multiplier λ. Thus,
we need to decide λ in order to find the optimal solution of
Problem II.
Theorem 1: The optimal solution of Problem II is given by
V=

ω Pw
Ph .
(1 − ω)e

(25)
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Proof: From Lemma 2, we only need to decide cv = d or
λ as d = λω||h||2 . With (22), the constraint that Z  0 in (23)
is equivalent to
e cv − λω||h|| ≥ 0

Lemma 3: The solution matrix W of Problem I in (14) has
the following form:
W = α1 h̄h̄H ,

2

−Pw − λω||h||2 + λ||h||2 ≥ 0.

(26)

Since tr(V) is to be minimized, we need to find the minimum
cv that satisfies (26) for λ ≥ 0. From (26), we have
cv ≥

λω||h||2
e

Pw
and λ ≥
≥ 0.
(1 − ω)||h||2

(27)

Since ω ∈ (0, 1), the minimum cv that satisfies (27) is
min cv =

ω Pw
.
(1 − ω)e

This completes the proof.

From Theorem 1, we can have a closed-form expression for
the solution of Problem II without resorting to any convex optimization solvers. Based on this result and Lemma 2, we have
few remarks as follows.
• Due to the relaxation, V is actually the covariance matrix
of v for random masked beamforming. That is, v is randomly drawn from the Gaussian distribution of mean 0
and covariance matrix V (i.e., v ∼ CN(0, V)) as artificial
noise, where V is the solution of Problem II, at Eve, the
SINR becomes
γe =

|gH w|2
gH Vg + σe2

and the constraint that γe ≤ e is satisfied with the relaxation.
• From Lemma 2, we can see the optimality of the random masked beamforming approach proposed in [10],
in which v is assumed to be drawn from CN(0, σv2 Ph )
with w in (17) and the average secrecy rate is considered
with σv2 . It is noteworthy that, there is a minor difference between the approach in [10] and the solution of
Problem II in deciding the transmission power for v.
While the transmission power for v is considered with
average secrecy rate in the approach in [10], it is decided
to satisfy instantaneous secrecy rate in Problem II with
an additional constraint, i.e., (9).
• In [16], a different optimization problem has been studied, and it is shown that its solution approach for random
masked beamforming becomes that in [10] by simulations
and partially some analytical results under the isotropic
Gaussian channel assumption, g ∼ CN(0, σg2 I). On the
other hand, the optimality of the approach in [10] in
this paper is complete and shown without any particular
statistical assumptions on g.
Although the solution of Problem II is easily obtained, it
would be suboptimal for Problem I. However, we can show that
the solution of (14) is identical to that of (20) (i.e., the optimal
solution of w and V of Problem I are given in (17) and in (25),
respectively). To this end, we can consider few properties of
Problem I, which are shown below.

(28)

where α1 is a positive constant.
Proof: As in (15), W is positive semidefinite and
Hermitian. Thus, we assume that
W = α1 h̄h̄H + W̃,

(29)

where α1 > 0 is a positive constant and W̃ is positive semidefinite and Hermitian with Range(W̃) ⊥ h. Note that tr(W) =
α1 + tr(W̃) ≥ α1 .
For convenience, let
g = c1 (h + e),

(30)

where c1 is constant and e ⊥ h. Here, e = 0 as ω < 1 from (9).
This implies that ||e|| > 0. Let W1 = α1 h̄h̄H and W2 = W in
(29). Suppose that both W1 and W2 satisfy the constraints in
(7) and (8). Then, since tr(W1 ) ≤ tr(W2 ), we do not need to
consider W2 as a solution of the optimization problem in (14).
Since hH W1 h = hH W2 h, if W1 satisfies (7), W2 does, and
vice versa. From (29) and (30), it can be shown that
gH W2 g = |c1 |2 (h + e)H W2 (h + e)


= |c1 |2 α1 ||h||2 + eH W̃e
≥ gH W1 g.
Thus, if W2 satisfies (8), W1 does.
In summary, if W2 satisfies (7) and (8), W1 does. However,
tr(W1 ) ≤ tr(W2 ) as shown earlier. Therefore, W2 cannot be the
solution. This shows that the solution has the form as W1 =

α1 h̄h̄H .
Lemma 4: The solution of V of Problem I satisfies
Range(V) ⊥ h.

(31)

Proof: Let
V1 = Ṽ and V2 = Ṽ + α2 h̄h̄H ,
where Ṽ is positive semidefinite and Hermitian with
Range(Ṽ) ⊥ h and α2 > 0. Clearly, tr(V1 ) ≤ tr(V2 ).
It can be shown that
hH V1 h ≤ hH V2 h.
Thus, if V2 satisfies (7), V1 does. In addition, with (30), we
have


gH V2 g = |c1 |2 α2 ||h||2 + eH Ṽe ≥ gH V1 g.
This implies that if V2 satisfies (8), V1 does. In summary, if
V2 satisfies (7) and (8), V1 does and its trace is smaller than or
equal to that of V2 . Consequently, V should have the constraint
in (31).

Based on Lemmas 3 and 4, we can have the following result.
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Theorem 2: Problem I in (14) is reduced to Problem II
in (20).
Proof: From Lemma 3, let W = α1 h̄h̄H . Then, we have
tr(W) = α1 , which is the transmission power for w to be optimized. From Lemmas 3 and 4, the problem in (14) can be
formulated as
min α1 + tr(Ṽ)
⎧
2
⎪
≥ σb2 ;
⎪
⎨α1 ||h||
subject to

1 H
e Ṽe
⎪ e

⎪
⎩(9).

≥ α1 ||h̄||2 +

σe2
;
|c1 |2

(32)

For any Ṽ, the optimal solution of α1 is Pw in (18). This implies
that the optimal solution of w is given in (17) and the problem
in (20) has the same solution as that in (14).

In summary, the optimal solution of Problem I in (14) can
be found without resorting to any convex optimization solvers,
as it is given in (17) and (25), which shows that the random
masked beamforming approach in [10] is an optimal approach.
In addition to showing this optimality, we are able to decide
the minimum transmission powers, Pw and Pv = tr(V), according to SINR constraints by closed-form expressions for a given
target (instantaneous) secrecy rate in this section.
Note that in Section II, we discuss the case that Bob receive
the desired signal with the receive beamforming vector wb
using a receive antenna array. However, we do not address an
optimal receive beam yet. From Lemma 3, it is now possible to
derive the optimal receive beamforming vector in terms of the
SNR. Since w ∝ h as in Lemma 3, from (2), the SNR at Bob is
given by
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invariant property in Lemma 1, it is possible to assume that α =
1 for convenience. Thus, in this section, we assume that
g = h + c.

In this section, we consider a specific case where the antenna
array at the AP is deployed under a rich scattering environment
and the channel vectors are spatially uncorrelated. Note that the
role of h is similar to that of secret key in an encryption scheme.
Eve may want to have her channel g as close to h as possible (i.e., Eve can attempt to access the secret key). However,
if h is random or spatially2 uncorrelated, it may not be easy to
have g ≈ h. Thus, to Alice, the more random h, the more secure
masked beamforming.
In order to have spatially uncorrelated channel vectors, the
antenna spacing has to be large enough. In [24], it is shown
that the antenna spacing greater than a half-wavelength could be
sufficient for uncorrelated spatial channels if the antenna array
is deployed under a rich scattering environment. Thus, Alice
needs to deploy the antenna array under a rich scattering environment with a sufficiently large antenna spacing. As a result,
h and g can be considered as spatially white Gaussian random
vectors. In particular, we have the following assumption.
A) Assume that
c ∼ CN(0, σc2 I) and h ∼ CN(0, σh2 I),

(33)

Thus, we can see that the optimal wb is the right singular vector
corresponding to the largest singular value of H.

IV. P ROBABILITY OF (9) AND D ETERMINATION OF ω
Since g is not available, the crucial constraint for secure
communication in random masked beamforming is (9). In particular, the determination of ω in (9) plays a key role in
guaranteeing a certain secrecy. In order to see the role of ω,
suppose that ω = 1. Then, (9) holds with probability 1 for any
h and g due to the Cauchy-Schwarz inequality. However, in this
case, since the constraint in (9) also holds for h = g, which
results in γe = γb , there is no feasible solution, if b > e is
required for a non-zero secrecy rate. In this section, we focus on
(9) and derive a lower-bound on the probability that (9) holds
for a given ω.
Suppose that Eve can be located near Bob and assume that
g = α(h + c),
where c is the independent random vector and α is the relative
gain of the Eve’s channel to the Bob’s channel. Due to the scale

(35)

where σc2 and σh2 are the variances of each element of c
and that of h, respectively.
In Assumption A), we do not consider any correlation between
g and h. Suppose that
a = [hT gT ]T ∼ CN(0, R),
where

H 2
H H
2
SNR ∝ |wH
b H w| ∝ |wb H Hwb | .

(34)


R=

1 ρ
ρ∗ 1




⊗I=


I ρI
.
ρ∗I I

(36)

(37)

Here, ρ is the correlation between the received signals at Bob
and Eve and each element of h and g is assumed to have unit
variance for normalization purposes. The spatially correlated
channels in (36) is based on the Kronecker channel model
of MIMO channels [25]. With Bob and Eve together, we can
model the overall channel as a MIMO channel where the two
outputs are the received signals at Bob and Eve, while the multiple inputs are the transmitted signals from the beamformer at
Alice. Then, it can be shown that
c = g − h ∼ CN(0, 2(1 − ρr )I),

(38)

where ρr = (ρ). That is, letting σc2 = 2(1 − ρr ), we can see
that the channel model in (36) implies Assumption A). In what
follows, we only consider Assumption A), not the channel
model in (36). Thus, the correlation between h and c is not to be
exploited in deriving a lower-bound on the probability of (9).
For convenience, let
=

||c||2
.
||h||2

(39)

2 If h is spatially uncorrelated, its entropy (or its randomness) can be
maximized.
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Furthermore, define Z = cH h, and let Z 1 = (Z ) and Z 2 =
(Z ).
Lemma 5: Under A), we have
Pr(|gH h|2 ≤ ω||g||2 ||h||2 | h)

√ 

≥ 1−Q
μ, x(ω, δ̄) Pr(
where A = ||h||2 , B = ||c||2 , μ =
x(ω, δ̄) =

2(1−ω)
,
σc2

≥ δ̄),

(40)

(41)

Here, Q(a, b) denotes the Marcum Q-function and δ̄ ∈ (0, 1) is
constant.
Proof: Let
p(ω, A) = Pr(|g h| ≤ ω||g|| ||h|| | h).
2

2

δ̄ ≥

A 2
2 σc

(45)

random variable with 2L degrees of freedom, we can show that




L 2
3L 2
Pr(A ∈ A ) ≥ 1 − exp −
− exp −
, (46)
2
2
where A = [Al , Au ]. Here,
Au = Lσh2 (1 + )2 and Al = Lσh2 (1 − ).

Pr(B ≥ δ̄ A | A ∈ A ) = 1 − Pr(B ≤ δ̄ A | A ∈ A )
≥ 1 − Pr(B ≤ δ̄ Au ).

(48)

Thus, it follows
Pr(B ≥ δ̄ A) ≥ Pr(B ≥ δ̄ A | A ∈ A ) Pr(A ∈ A )


≥ 1 − Pr(B ≤ δ̄ Au ) Pr(A ∈ A ).

.

(49)

Since
Pr(B ≤ Lσc2 (1 − )) ≤ e−

Aσc2

Under A), since Z ∼ CN(0, Aσc2 ) or Z 1 , Z 2 ∼ N(0, 2 ), X
becomes a noncentral chi-squared random variable with k = 2
degrees of freedom and mean k + μ = 2 + μ. The cumulative
distribution function (cdf) of X with 2 degrees of freedom is
given by
√ √
Pr(X ≤ x) = 1 − Q( μ, x).

(47)

In addition, we have

where
X=

σc2 (1 − )
,
σh2 (1 + )2

the probability Pr( ≤ δ̄) = Pr(B ≤ δ̄ A) exponentially
decreases with L.
2
Proof: From Lemma 6, noting that 2||h||
is a chi-squared
2

2

Since g = h + c, we can show that


p(ω, A) = Pr |A + Z |2 ≤ ω A(A + 2Z 1 + B)


2ω
= Pr X ≤ 2 (B − (1 − ω)A) ,
σc

((1 − ω)A + Z 1 )2 + Z 22

∈ (0, 1), if

σh

and

2ω A
(δ̄ − (1 − ω)).
σc2

H

Lemma 7: For a given

L 2
2

,

(50)

if (45) holds, we can see that Pr(B ≤ δ̄ Au ) decreases exponentially with L. Then, substituting (46) into (49), we have



2
2
2
− L2
− 3L2
− L2
1−e
,
Pr(B ≤ δ̄ A) ≤ P̄ = 1 − 1 − e
−e

(42)

(51)

Letting q = Pr(B ≥ δ̄ A) = Pr( ≥ δ̄), we have


2ω
p(ω, A) ≥ Pr X ≤ 2 (δ̄ A − (1 − ω)A) q + 0 × (1 − q)
σ

√ c 

= 1−Q
μ, x(ω, δ̄) Pr( ≥ δ̄).
(43)

which shows that Pr(B ≤ δ̄ A) decreases exponentially with L.
It completes the proof.

From (43) and (51), under (45), we can have the following
lower-bound on the probability of (9):


√ 
μ, x(ω, δ̄) P̄ .
(52)
p(ω, A) ≥ 1 − Q

This completes the proof.

Lemma 6: Let xl ∼ N(0, 1) and xl ’s are independent. Then,
for x = [x1 . . . xd ]T with > 0,




1
Pr ||x||2 ≤ d(1 − ) ≤ exp − d 2 ;
4




3
(44)
Pr ||x||2 ≥ d(1 + )2 ≤ exp − d 2 .
4
Proof: See [26].

The following result shows that the inequality that B ≥
δ̄ A holds with an overwhelming probability for a sufficiently
large L.

As will be shown in Section V, this bound is not tight. However,
together with the following result (i.e., Lemma 8), this lowerbound can show that p(ω, A) is overwhelming for a large L and
can approach 1 as L increases.
Lemma 8: Let
δ̄

ω = ω̄ = 1 − .
2

(53)

Then, in (40), we have
Q

√

μ,





1 − ω̄ √
2
x(ω̄, δ̄) ≤ exp −
( ω̄||h|| − 1) . (54)
2σc2
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Proof: From [27], we have an upper-bound on the
Marcum Q-function, Q(α, β), which is given by


(β − α)2
Q(α, β) ≤ exp −
,
(55)
2
where β > α ≥ 0. From (53), we have
A
x(ω̄, δ̄) = ω̄δ̄ 2 .
σc
It follows


x(ω̄, δ̄) −

√


μ=


δ̄ √
ω̄
A
−
1
.
σc2

Substituting this into the upper-bound in (55), we
obtain (54).

√ 

From (54), we can see that Q
μ, x(ω̄, δ̄) decreases
with ||h||. In other words, if
sufficiently
√L is 
 large, we have a
large ||h||, which makes Q
μ, x(ω̄, δ̄) small. From (40),
we can see that the constraint in (9) holds with an overwhelming probability for a sufficiently large L. Furthermore, under a
rich scattering environment or A), from (44), we have
Pr(||h||2 ≤ Lσh2 (1 − )) <

L,

where L approaches 0 as L → ∞. Thus, ||h||
 increases with
√ 
μ, x(ω̄, δ̄) → 0 as L → ∞
L and this implies that Q
from (54). Consequently, we can see that the probability of (9)
approaches 1 as L → ∞ using the lower-bound in (52).
In order to determine the value of ω in finding V from
(20), we can have (53), i.e., ω = ω̄. This certainly requires to
find δ̄ or σc2 in (45). If Bob can make sure that there are no
other receivers or antennas within a certain distance, we can
assume that g is sufficiently uncorrelated with h. As mentioned
earlier, under rich scattering environments, a distance of halfwavelength could be sufficient for a low spatial correlation in
[24]. That is, if Bob can guarantee no other antennas within a
distance of half-wavelength, we may expect a sufficiently low
correlation between g and h. For example, if we assume that the
correlation between g and h is at most 0.5 (i.e., ρ = 12 in (37)
as the worst case), the variance of each element of c is at most
the same as that of h or σc2 = σh2 . Then, (45) becomes
1−
δ̄ ≥
.
(1 + )2
If

= 12 , we can set δ̄ =

2
9

and ω̄ = 89 .

V. S IMULATION R ESULTS
In this section, we present simulation results using the
channel model in (36) for the ZF masked beamforming
approach (since it is equivalent to the joint masked beamforming approach, we only consider the ZF masked beamforming
approach). In addition, we consider ω = 89 under the assumption that the nominal spatial correlation between h and g is
ρnom = 12 (Bob needs to guarantee that there is no Eve within a
certain distance).
We assume the target secrecy rate is 1 when b = 10 dB.
Thus, e = 6.532 dB. Fig. 2 shows the simulation results for
the secrecy rate and transmission powers when the actual

Fig. 2. Performance for various values of L when ρ = 12 , b = 10 and
e = 4.5: (a) secrecy rate; (b) (average) transmission powers.

correlation is set to ρ = 12 . For each value of L, we have
100,000 runs (in each run, h and g are randomly drawn
according to (36)) to obtain the average and minimum values of 100,000 instantaneous secrecy rates. Since the minimum
value of secrecy rates is higher than the target secrecy rate in
Fig. 2 (a), we can confirm that there is no event that the instantaneous secrecy rate is lower than the target secrecy rate among
100,000 runs. It is interesting to note that the minimum value
of secrecy rates increases with L, which means that the secrecy
rates can be more concentrated around the average value for a
larger L. In addition, as shown in Fig. 2 (b), the transmission
powers can be lower as L increases. This implies that as the
beam becomes narrower (by increasing L), the target secrecy
rate can be achieved with lower transmission powers.
A lower-bound on the probability of (9) is derived in
Section IV, which shows that the probability of (9) can
approach 1 as L increases. Low-bounds and simulation results
are shown in Fig. 3 for various values of L. According to
Fig. 3 (a), there is no event that the constraint in (9) does not
hold among 100,000 runs. Thus, according to the simulation
results, the probability of (9) is always 1 for all L’s. In Fig. 3, we
can see that the lower-bound from (52) is not tight, especially
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Fig. 3. The probability of (9) for various values of L when ρ = 12 , b = 10
and e = 4.5.

Fig. 5. Performance for various values of ρ when L = 40, b = 10 and
e = 4.5: (a) secrecy rate; (b) probability of (9).

set to any value between 0 and log2 (1 + b ) by deciding e
accordingly, i.e.,
e = 2 Rb − R̂s − 1,

Fig. 4. Performance for various values of e when ρ = 12 , L = 40, and
b = 10: (a) secrecy rate; (b) (average) transmission powers.

for small L’s. A tighter bound might be desirable, which may
be considered as a further research topic.
In the ZF masked beamforming, we can set various target
secrecy rates. For a fixed b , the target secrecy rate can be

where Rb = log2 (1 + b ) and R̂s is the target secrecy rate.
Fig. 4 shows the performances of the ZF masked beamforming for various values of the target secrecy rate with L = 40
and ρ = 12 . The average and minimum values of secrecy rates
are found from 100,000 runs. From Fig. 4 (a), we can see that
the minimum value of the secrecy rate is higher than the target
secrecy rate. Thus, we can always guarantee the target secrecy
rate. As e increases (or the target secrecy rate decreases), we
can also observe that the power of the artificial noise transmitted by v, Pv , can be lower as shown in Fig. 4 (b), while Pw is
fixed to keep the same SINR at Bob, i.e., b = 10 dB.
Note that the lower-bound on the probability of (9) is slightly
greater than 0.96 regardless of the value of e as it is decided
by the channels and ω, which is fixed.
So far, the spatial correlation, ρ, is assumed to be the same as
the nominal one, ρnom = 12 . In practice, the spatial correlation
can be higher than the nominal one if Bob underestimates the

CHOI: ROBUST BEAMFORMING APPROACH TO GUARANTEE INSTANTANEOUS SECRECY RATE

spatial correlation. In this case, the target secrecy rate may not
be guaranteed. Simulations are carried out with L = 40 to see
the impact of the gap between the actual spatial correlation, ρ,
and the nominal (or estimated) one, ρnom = 12 , on the performances. Fig. 5 (a) shows the average and minimum values of
instantaneous secrecy rates from 100,000 runs. It is shown that
for a large ρ, the target secrecy rate cannot be guaranteed. The
probability of (9) decreases rapidly as ρ is closer to 1. However,
if ρ is not too large (say, less than 0.8), we can see that there is
a good gap between the minimum value of the secrecy rate and
the target secrecy rate.
Consequently, the results in Fig. 5 demonstrate that it is
important for Bob to make sure that there is no Eve’s antenna
in the vicinity of him.

VI. C ONCLUDING R EMARKS
In this paper, we studied random masked beamforming to
guarantee an instantaneous secrecy rate. To deal with Eve’s
channel uncertainty, we considered a constraint and formulated
SDP problems for robust beamforming. The key difference
from existing approaches is that since we considered instantaneous secrecy rate, the resulting beamforming approaches
could be used with channel coding of short codewords over
slow fading channels. By showing that the joint masked beamforming and ZF masked beamforming problems (i.e., Problem
I and Problem II) have the same solution, the optimality of
the well-known approach proposed in [10] was also shown.
Furthermore, a set of simple closed-form expressions for the
solution of the ZF masked beamforming problem was derived,
which allows us to find beams and assign transmission powers without resorting to any convex optimization solvers. A
lower-bound on the probability of a key constraint has been
derived, which showed that this constraint can hold with an
overwhelming probability for a sufficiently large number of
transmit antennas at Alice, L, and this probability approaches 1
as L → ∞.
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