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Abstract—In this paper, we study the advantages of multiple
antennas at an access point (AP) for random access by smart
meters in smart utility network (SUN) in terms of access delay
and security. For random access with the capability of multiple
signal recovery, we consider compressive random access and show
that multiple antennas can help improve the access delay. In
addition, we consider updating keys to generate spreading codes
at smart meters using a physical layer security scheme that is
available when the AP is equipped with multiple antennas. We
show that the probability of successful attack by an eavesdropper
can be low by updating keys. Consequently, in this paper,
we demonstrate that multiple antennas at the AP in SUN is
indispensable for random access with a low latency and security.
Index Terms—smart meter; compressive sensing; security;
smart grid

I. I NTRODUCTION
Smart grid is an intelligent power grid that includes sensing
and communication technologies [1], [2]. While smart grid
can offer efficient energy management based on sensing and
communication technologies, there are various challenging
issues including security issues [3], [4]. In particular, wireless
communications for smart meters within smart utility networks
(SUN) [5] not only need to support massive connections for
a number of smart meters over fading, but also overcome
security vulnerabilities due to broadcast nature.
In [6], [7], a multiple access approach to send meter
readings from smart meters to an access point (AP), which is
also a data concentrator unit (DCU) in smart grid, is proposed.
In this approach, the AP can detect signals from multiple active
smart meters based on the notion of compressive sensing (CS)
[8], [9], which can exploit the sparsity of active smart meters.
There are also similar random access approaches in [10], [11]
which can exploit the sparsity of active transmitters to detect
multiple signals using low-complexity algorithms such as the
orthogonal matching pursuit (OMP) algorithm [12].
Note that for random access, each smart meter is to have
a unique spreading code, which results in a code division
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multiple access (CDMA) system. In [13], CDMA based communications for smart grid are considered. Thus, the approach
in [6] would be a reasonable choice for smart grid. Furthermore, as shown in [6], compressive random access can provide
a shorter delay than other random multiple access schemes
(e.g., carrier sensing multiple access (CSMA)). However, if
the signals transmitted by some smart meters experience severe
fading, those signals cannot be recovered by low-complexity
CS algorithms, which results in a long access delay. According
to [14], the required latency of meter reading is up to 15
seconds. In [2], however, the required latency can drop to
250 – 300 ms for critical and priority readings. As more
frequent readings and data transmissions are required from
a number of smart meters in the future, we can expect that
the required latency can be shorter. Thus, a long access delay
in compressive random access for SUN due to fading would
be undesirable.
In [6], the encryption based on CS is also considered, which
is similar to that in [15]. In [15], it is shown that CS based
encryption can be computationally secure if a measurement
matrix is generated by a key of long length (with each key, a
unique measurement matrix is to be generated). For example,
if each smart meter has a unique spreading sequence that can
be generated by a key of length 20 bits, then there would be
up to 220 possible keys per smart meter. Thus, if there are
100 smart meters, there might be 22000 combinations for keys
in total. However, since there could be a few active smart
meters at a time, the eavesdropper can take advantage of this
in finding the keys of a small group of active smart meters with
a relatively low computational complexity. Consequently, the
encryption in compressive random access as in [6] may not be
sufficiently secure in terms of computational secrecy. In order
to overcome this shortcoming, it may be necessary to update
keys to generate spreading codes frequently if possible.
In this paper, we consider an AP equipped with an array
of multiple antennas and demonstrate that the array can play
a crucial role in improving the reliability of multiple access
over fading channels as well as security for transmissions
from smart meters to the AP. Due to the improvement of
the reliability of multiple access, smart meters can have a
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shorter access delay over fading channels, which is important
in smart grid where meter reading should be timely updated to
avoid any instability of smart grid due to a long delay of load
report. We also show that the security of compressive random
access can be significantly improved by frequent updating of
keys to generate spreading codes. To securely update keys,
physical layer security [16] based on an antenna array at the
AP is considered. From analysis and simulation results, we
can demonstrate that multiple antennas should be considered
for an AP in SUN not only to shorten the access delay, but
also to improve the security for communications from smart
meters.
Notation: Matrices and vectors are denoted by upper- and
lower-case boldface letters, respectively. The superscripts T
and H denote the transpose and complex conjugate, respectively. The p-norm of a vector a is denoted by ||a||p (If
p = 2, the norm is denoted by ||a|| without the subscript).
The superscript † denotes the pseudo-inverse. E[·] and Var(·)
denote the statistical expectation and variance, respectively.
CN (a, R) (N (a, R)) represents the distribution of circularly symmetric complex Gaussian (CSCG) (resp., real-valued
Gaussian) random vectors with mean vector a and covariance
matrix R.
II. S YSTEM M ODEL
Suppose that there are K smart meters and one AP, which
is also a DCU in SUN as illustrated in Fig. 1. Thus, we refer
to AP as AP/DCU. Throughout the paper, we assume that the
AP/DCU is equipped with N antennas. As in [6], we assume
that each smart meter has a unique spreading code, which is
denoted by {ck (l)} for smart meter k. Each spreading code
is generated by a pseudo-random sequence generator with a
key. At each time slot, a few active smart antennas transmit
signals to the AP/DCU.

to allow active smart meters to synchronize their transmissions.
In the second phase, active smart meters send their signals to
the AP/DCU. For convenience, the index of the mth active
smart meter is denoted by k(m). Suppose that there are M
active smart meters. Denote by hk,i;t the channel coefficient
from smart meter k to the ith antenna at AP/DCU and by sk;t
the tth data symbol transmitted by smart meter k over time
slot t. Then, the received signal vector at the AP/DCU through
the ith antenna is given by
ri;t =

M
X

ck(m);t hk(m),i;t sk(m);t + ni;t = Ct xi;t + ni;t ,

m=1

(1)
where xi is a M -sparse signal vector, ni ∼ CN (0, N0 I) is the
noise vector at antenna i, and Ct is the measurement matrix
during time slot t, which is Ct = [c1;t . . . cK;t ]. Here, ck;t =
[ck ((t − 1)L + 1) . . . ck (tL)]T is the spreading sequence of
length L for the tth data symbol of smart meter k.
For secure transmissions, the spreading codes are assumed
to be unknown to an eavesdropper, called Eve. However,
Eve may attempt to estimate spreading codes. If spreading
codes are based on pseudo-random sequences generated by
a function of linear feedback shift registers (LFSRs), Eve
can perform correlation attacks [17], [18] to find the initial
vectors of LFSRs, which are regarded as keys. These attacks
can be effective if the initial vectors are pre-stored and used
without any updating. To mitigate such attacks, it is necessary
to frequently update the initial vectors.
III. S IGNAL R ECOVERY WITH M ULTIPLE A NTENNAS
In this section, we study signal recovery at the AP/DCU
without knowing active smart meters using the notion of CS
when multiple antennas are available at the AP/DCU. The
approach is a generalization of that in [6] (where N = 1) and
similar to that in [7]. However, unlike the approach in [7], we
exploit the notion of multiple measurement vectors (MMVs)
from multiple antennas to improve the delay performance. For
convenience, we omit the time index t.
A. Signal Recovery with Multiple Antennas

Fig. 1. An illustration of a wireless system with one AP/DCU and multiple
smart meters.

Throughout the paper, we assume time division duplexing
(TDD). For random access, we assume a frame that consists of
two phases. In the first phase, the AP/DCU send a pilot signal

In (1), the size of C is L × K, where L < K in general.
To estimate xi by solving the underdetermined problem,
the signal recovery (of sparse signals) based on CS can be
considered. Most CS algorithms can estimate xi under certain
conditions. In theory, L = 2M measurements suffice to find
a unique M -sparse vector xi from the measurement ri . In
practice, more measurements are required to estimate xi by
computationally tractable algorithms. Moreover, the magnitudes of the channel coefficients need to be sufficiently large
for successful recovery in the presence of noise. However, the
channel coefficients are random and their magnitudes can be
small due to fading. To mitigate this problem, we can exploit
the diversity gain from multiple antennas. Noting that the
support sets of xi;t are the same for all i, where xi ’s are called
jointly sparse, we can use a CS algorithm for MMVs [19] to
exploit diversity gain. Precisely, if we define R = (r1 · · · rN )
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and X = (x1 · · · xN ), the noiseless MMV problem R = CX
can be solved by exploiting the jointly sparse structure of X.
In theory, if C has full spark and X has full rank, a unique
solution can be found if and only if M < spark(C)−1+rank(X)
2
[19], where spark(C) is the smallest number of columns of C
that are linearly dependent. Assuming that C has full spark,
i.e., spark(C) = L +1, and X has full rank, a unique solution
can be found from R = CX if and only if
L + min(N, M )
(2)
2
In particular, if N ≥ M , then L ≥ M +1 measurements suffice
to find unique channel estimates x1 , · · · , xN from N antennas.
Ideally, theoretical results imply that L = M +1 measurements
and N = M antennas are sufficient to guarantee unique
recovery of xi ’s in MMV settings with multiple antennas,
which is a fundamental limit of the MMV approach. From
the performance improvement by MMV, we can also show
that the access delay is improved by multiple antennas.
M<

B. Access Delay
In compressive random access, some smart meters may not
be able to access the common channel if the AP/DCU cannot
recover the transmitted signals from them. In this case, those
smart meters1 can perform fast retrials [20] in the next time
slot.
We assume that each smart meter becomes active with
access probability pa that includes the re-transmission probability due to backlogged active smart meters from the previous
slot. Then, M is a random variable with the following probability mass function:
 
K m
Pr(M = m) =
p (1 − pa )K−m .
m a
In addition, denote by Pk (M ) the probability that smart meter
k can successfully access the channel when M smart meters
are active. Then, the probability that an active smart meter can
access at the dth trial is given by
Pr(D = d | M ) = Pk (M )(1 − Pk (M ))d−1 ,

(3)

where D represents the number of retrials. With a stringent
delay constraint for the transmissions from smart meters, we
can consider the delay-outage probability as follows:
Pout (Dmax ) = Pr(D ≥ Dmax + 1),

(4)

where Dmax denotes the maximum access delay or maximum
number of retrials. From (3), we can show that
"
#
∞
X
d−1
Pout (Dmax ) = E
Pk (M )(1 − Pk (M ))
d=D

+1

max


= E (1 − Pk (M ))Dmax

=

K
X

(1 − Pk (m))Dmax Pr(M = m).

(5)

m=1
1 At the end of each time slot, the AP/DCU broadcasts its recovery results
so that the active smart meters can see whether or not their signals are
successfully transmitted.

In CS, the probability of successful recovery can be bounded
as

1 − , if m ≤ M̄ ();
Pk (m) ≥
(6)
0,
if m > M̄ (),
where M̄ () is the maximum sparsity that a CS algorithm can
recover with a high probability, 1−. Finally, the delay-outage
probability of (5) is bounded by

Pout (Dmax ) ≤ Dmax Pr 1 ≤ M ≤ M̄ ()

+ Pr M > M̄ ()
M̄ ()  
X K
K−m
pm
= Dmax
(7)
a (1 − pa )
m
m=1
 
K
X
K m
+
p (1 − pa )K−m .
m a
m=M̄ ()+1

With small , (7) implies that we need to have a sufficiently
large M̄ () to achieve low delay-outage probability. In particular, if we assume that C is full spark and X is full rank, we
may set from (2)
  L+N 
− 1,
if N < M̄ (),
2
(8)
M̄ () =
L − 1,
if N ≥ M̄ ().
From this ideal case, it is obvious that having multiple
antennas N (≤ M ) achieves the low delay-outage probability
for a sufficient number of measurements L and high SNR.
IV. S ECRECY A NALYSIS
In this section, we address secrecy issues in compressive
random access.
A. An Attack Model for Compressive Random Access
Suppose that there is an eavesdropper, called Eve, who
wants to recover sparse signals from her received signals. To
perform attacks, she needs to know the spreading codes used
by smart meters or the measurement matrices, {Ct }. In [15], it
is shown that attacks to recover sparse signals without knowing
the measurement matrix are computationally difficult. Thus,
the signal compression using CS can be inherently secure (in
terms of computational secrecy).
However, Eve may have sufficiently high computing power
to perform attacks to find initial vectors of the spreading
sequences of a certain target group of smart meters (in this
attack, we assume that Eve knows the structure of the pseudorandom sequence generator used in smart meters, but not initial
vectors). In particular, we may consider a known plain-text
attack, where Eve knows the signals that are transmitted by
the smart meters in a target group, but does not know their
spreading codes (actually initial vectors). This kind of attack
is possible if Eve can measure the power consumption of the
smart meters in a target group. For convenience, the index set
of the smart meters in this group is denoted by Ω.
Suppose that Eve is capable of suppressing the background
noise and assume that |Ω| = M . When all the smart meters
in Ω become active, the received signal becomes
qt = C̄t ut ,
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where ut is the M × 1 signal vector transmitted by the smart
meters in Ω and C̄t represents the matrix consisting of M
spreading codes of the smart meters in Ω used at time t. Eve
needs to have some of pairs, {ut , qt }, for attacks to extract
keys (e.g., correlation attacks if the pseudo-random sequence
generator is a function of multiple LFSRs [17], [18]) to extract
keys. We assume that Eve needs at least τ pairs of {ut , qt }
to carry out attacks with a reasonable size of Ω, M .
Note that τ depends on the structure and parameters of the
pseudo-random sequence generator. For example, an LFSR is
used, τ might be proportional to the period of the pseudorandom sequence, which depends on the order of the feedback
polynomial of the LFSR.
B. Secret-Key Delivery to Smart Meters using ASM
In order to avoid the attack in Subsection IV-A, the keys
or initial vectors of spreading sequences’ generators can be
frequently updated. To this end, it is essential to send new keys
through secure transmission methods. It is important to note
that the keys to generate spreading codes of inactive smart
meters are not needed to be updated, while those of active
smart meters are be updated as they could be estimated by
Eve.
Note that in [21], making use of common random channels between a legitimate pair of transmitter and receiver is
considered to extract secret keys for measurement matrices
in CS based encryption. This approach can be employed to
update a key of a smart meter. However, the key generation
rate is limited by the variation of the channel. If the channel is
static, it may not be possible to generate a key of a sufficiently
long length. Thus, to mitigate this problem, we may consider
the approaches in [22], [23] that require an antenna array.
Those approaches can provide keys for both time-varying
and time-invariant channels. In this subsection, we modify
antenna subset modulation (ASM) in [23] to be used for
communications over micro-wave2 channels.
Suppose that the AP/DCU is to transmit signal, s, to a smart
meter, which is called Bob, to update its key. Denote by hT
and gT the channel vectors from the antenna array of the
AP/DCU to Bob and Eve, respectively. We assume that the
AP/DCU knows h (from the pilot signal transmitted by Bob).
Then, the received signals at Bob and Eve, denoted by yt and
zt , respectively, are given by
yt = hT wt s + nt
zt = gT wt s + n̄t ,

(9)

where wt is the beamforming vector and nt and n̄t are the
zero-mean additive white Gaussian noise terms at Bob and
Eve, respectively, at time t. For normalization purposes, we
assume E[|nt |2 ] = E[|n̄t |2 ] = 1. Unlike the channel vector in
millimeter-wave channels [23], the elements of h are assumed
to be independent random variables in micro-wave channels.
In particular, for Rayleigh fading channels, the elements of h
2 For wireless communications in SUN, micro-wave frequency bands are
considered [5] (e.g., 700MHz – 1 GHz and 2.4 GHz bands).

as well as g could be considered CSCG random variables. We
assume that hl ∼ CN (0, σh2 ) and gl ∼ CN (0, σg2 ). Suppose
that only few elements of wt , say V , are non-zero (the other
elements are all zero) for ASM. Let It denote the index set
of non-zero elements of wt at time t. Then, it follows
X
X
gl wl .
hl wl and gT wt =
hT wt =
l∈It

l∈It

Since
the AP/DCU knows h, it can decide wl ∝ h∗l or wl =
q
P
P TX 2 h∗ , l ∈ It to maximize the SNR at Bob with the
l
|hl |
l∈It

transmission power PTX = E[||wt ||2 ] (under the assumption
that the signal power is normalized, i.e., E[|s|2 ] = 1). Thus, it
can be shown that
X
PTX σh2 2
χ2V ,
|hT wt |2 = PTX
|hl |2 ∼
2
l∈I

χ2n

where
represents a chi-squared random variable with n
degrees of freedom. On the other hand, since wl and gl are
independent, gT wt becomes a conditional Gaussian random
variable with mean zero and variance σg2 ||wt ||2 = σg2 PTX for
given wt . Thus, we have
PTX σg2 2
χ2 .
2
From [24], the secrecy rate, which is the maximum data rate
that can be securely transmitted in the presence of Eve, is
given by
+
CS = E[log2 (1 + |hT wt |2 )] − E[log2 (1 + |gT wt |2 )] ,
(10)
where (x)+ = max{x, 0}. Then, from [25], we have



V
1
X
1
1
PTX σ 2
h
Em
CS =
e
ln 2
PTX σh2
m=1



+
1
1
2
− e PTX σg E1
,
(11)
PTX σg2
R∞
where Em (x) = 1 e−xt t−m dt is the exponential integral
function of order m. From (11), we can see that the secrecy
rate increases with V . Thus, although σg2 > σh2 , the AP/DCU
could transmit a key securely using ASM.
|gT wt |2 ∼

C. Impact of J on Probability of Successful Attack
Let J denote the maximum number of transmissions that
an active smart meter can use the same key to generate a
spreading sequence. The AP/DCU can send a new key to the
active smart meter once the same key is used J times. For
tractable analysis, we assume that the number of active smart
meters for each time slot is fixed (i.e., M is deterministic),
although M is a random variable. Since there are K smart
meters, the probability that the smart meters in Ω become
active is p(K, M ) = K1 . Then, when a smart meter in Ω
(M )
uses the same key to generate spreading codes J times, the
probability that all the smart meters in Ω group become active
n times is given by
 
J n
Pn =
p (K, M )(1 − p(K, M ))J−n .
(12)
n
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P

Then, the probability of successful attack (SA) is given by
J
J  
X
X
J n
PSA =
Pn =
p (K, M )(1 − p(K, M ))J−n .
n
n=τ
n=τ
(13)
Note that this probability is optimistic to the eavesdropper as
it is based on the assumption that the smart meters in Ω do
not change their keys to generate spreading codes when any
smart meter in Ω uses the same key J times. If τ = 1 (i.e.,
Eve just needs to have one observation of the pair of (qt , ut )),
we have
PSA = 1 − (1 − p(K, M ))J .

10-2
Dmax = 1 (sim)
Dmax = 1 (upper bound, ǫ = 0.1)
Dmax = 2 (sim)
Dmax = 2 (upper bound, ǫ = 0.1)
Dmax = 5 (sim)
Dmax = 5 (upper bound, ǫ = 0.1)

Thus, in general, a small J and/or large K would be desirable
for a low PSA .
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Fig. 2. Delay-outage probability versus N when K = 64, L = 32, and
pa = 0.1.
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V. S IMULATION R ESULTS
For simulations, the total number of smart meters and the
processing gain are set to K = 64 and L = 32, respectively.
Also, there is one AP/DCU equipped with N antennas. We
assume that the channel coefficients, hk,i;t , are Rayleigh
distributed and the QPSK modulated data symbols, sk;t , are
transmitted by smart meters. At the receiver, the OMPMMV
algorithm [19] is used to recover the signal with multiple
antennas.
Fig. 2 shows the delay-outage probability over N with
Dmax = 1, 2, and 5. M smart meters of K are active and try to
access with the access probability of pa = 0.1. In simulations,
the active nodes transmit symbols for 100 access slots during
which some nodes perform fast retrials if they fail in access.
From Fig. 2, we can see that the delay-outage probability
decreases as N increases. In particular, if the number of
antennas is sufficiently large, i.e. N ≥ 8, the decreasing gets
slow in actual Pout or even flat in the upper bounds. This
observation is obvious from the ideal case of (8), where M̄ ()
becomes constant for fixed L if N is large, which leads to
the flat upper bound from (7). According to the results, we
can claim that a low delay-outage probability can be obtained
using multiple antennas at the receiver.
In order to send keys to smart meters over micro-wave
channels, we consider ASM presented in Subsection IV-B. A
high secrecy rate is desirable to transmit a long key to a smart
meter within a short time period. Fig. 3 shows the secrecy rate
that can be achieved by ASM for various values of N when
V = dN/2e. Clearly, we can see that a positive secrecy rate
can be achieved for a large V , which demonstrates that the
updating of smart meters’ keys to generate spreading codes
is possible using multiple antennas at the AP/DCU and more
frequent updating is possible as N increases (since the secrecy
rate increases with N ).
Fig. 4 shows the probability of SA as a function of J for
different numbers of K when M = 5 and τ = 1. It is shown
that PSA increases with J. That is, it would be more secure
if keys to generate spreading codes can be more frequently
updated using physical layer security schemes with a large
array. We can also confirm that a large K is desirable to
decrease PSA .

10-3
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Fig. 3. Secrecy rate versus N when V = dN/2e antennas are active for
ASM.

Fig. 5 shows the probability of SA as a function of J
for different numbers of M when K = 64 and τ = 1. If
M = 1, Eve can perform a successful attack with a high
probability (close to 1) when J ≥ 102 . From this, we can
conclude that J has to be small (or frequent updating of key
is required) for secure transmissions. Interestingly, we can also
observe that a large M (a large sparsity) is desirable as the
probability of SA is low. This demonstrates that although an
eavesdropper is capable of estimating multiple initial vectors
of spreading sequence generators simultaneously (for any M ),
her high computing power would not help to increase PSA as
the probability to observe the signals from the smart meters in
a target group decreases with M . From this, we can see that for
secure transmissions, it is better to have a large M or a large
K (with a fixed access probability). While this results in some
difficulty in detecting active smart meters at the AP/DCU, it
could be mitigated by using multiple antennas. Consequently,
we can claim that an antenna array at the AP/DCU plays
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a critical role in providing both security and low latency
transmissions.
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VI. C ONCLUSIONS
In this paper, we studied random access for a number
of smart meters in SUN, where active smart meters are to
transmit their load reports with a stringent delay constraint
to avoid instability of smart grid. Due to fading and noise,
there might be some access delay. To lower access delay, we
proposed to use multiple antennas with a CS algorithm for
MMVs. From simulations, we showed that the delay-outage
probability becomes lower as more antennas are used. In
addition, we considered secret key updating in random access
using a physical layer security technique, ASM, which is based
on an antenna array, to mitigate a known plain-text attack
that attempts to extract keys of some targeted smart meters.
Consequently, in this paper, we demonstrated that multiple
antennas are indispensable at an AP/DCU in SUN for random
access with a low latency and security.
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