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channel state information (CSI). Note that as in [5], a levelcrossing approach can be used in case of different gains of RF
chains at both transceivers. However, this approach is limited
as the CSI distribution needs to be symmetric.
In this paper, we consider symbol-level secure transmissions
for secret-key transmissions or over-the-air (OTA) key delivery
in orthogonal frequency division multiplexing (OFDM), multiple input multiple output (MIMO), or MIMO-OFDM systems.
In the proposed approach, multiple incorrect symbols are
transmitted simultaneously to confuse eavesdroppers, while
the correct symbol can be received by a legitimate receiver
using the shared secret of the CSI with a legitimate transmitter
based on the channel reciprocity in TDD mode. Unlike existing
secret-key generation methods in [4], [5], [7], the CSI is not
directly used for secret-key generation. Thus, the proposed
approach is insensitive to different gains of RF chains. As
a result, the proposed scheme becomes suitable for sensors
or IoT devices whose RF chains’ gains may not be precisely
decided due to inexpensive RF circuitry.
Notation: Matrices and vectors are denoted by upper- and
lower-case boldface letters, respectively. The superscripts T
and H denote the transpose and complex conjugate, respectively. The 2-norm of a is denoted by ||a||. E[·] denotes the
statistical expectation. CN (a, R) represents the distribution
of circularly symmetric complex Gaussian (CSCG) random
vectors with mean vector a and covariance matrix R.

Abstract—Machine type communications (MTC) play a crucial
role in the Internet of things (IoT) where a number of devices are
connected by wireless communications. Unfortunately, wireless
communications are prone to various security threats including
eavesdropping due to the broadcast nature. In this paper, we
propose an approach that can generate a sequence of random
numbers for a secret-key in an orthogonal frequency division
multiplexing (OFDM) system. Since the random key is based
on channel dependent signature (CDS) and generated without
any predetermined sequences, a device can have a unique secretkey in the proposed approach, which suits to MTC for secure
communications.

I. I NTRODUCTION
The Internet of Things (IoT) [1] has been widely studied to
provide networks of physical objects or things. In the IoT, a
wide range of connectivity solutions for a number of devices
is required and machine type communications (MTC) [2]
become crucial. Since there would be a number of devices
in a certain area, wireless communications are considered
for MTC. However, wireless communications are prone to
various security threats including eavesdropping due to the
broadcast nature. Thus, in order to avoid eavesdropping, it
might be necessary to encrypt signals using various approaches
in cryptography.
For encryption, it is necessary to share a secret-key. In
particular, the secret-key generation and agreement are to be
carried out in MTC without human involvement at devices.
To this end, by exploiting the notion of channel reciprocity in
time division duplexing (TDD) mode over wireless channels
for a pair of transceivers, secret-key generation methods in
[3]–[6] can be employed as keys are based on randomness of
wireless channels and new keys are available when channels
are varying (i.e., secure MTC do not need to rely on pre-stored
keys at devices and new keys could be available if needed). A
practical example with measurement results is also presented
in [7]. These key generation methods aim at extracting a
secret-key from raw channel measurements without using any
particular transmission schemes. In this kind of approaches,
the calibration of the gains of radio frequency (RF) chains
at both transceivers [8] would be important so that measured
channels at each transceiver do not have different gains of the

II. S YSTEM M ODEL
Suppose that there is a pair of legitimate transmitter and
receiver, called Alice and Bob, respectively, and an eavesdropper, called Eve. In MTC, Alice and Bob might be a
gateway and a sensor, respectively. We consider an OFDM
system for transmission from Alice to Bob with L subcarriers
over a wideband channel. In this paper, we consider a secure
scheme to transmit a secret-key sequence from Alice (i.e., a
gateway) to Bob (i.e., a sensor) by exploiting the randomness
of channels.
The signal vector to be transmitted is denoted by s 2 CL⇥1 .
For convenience, s is referred to as an OFDM signal block,
while its elements are referred to as data symbols. The received
signal at Bob is given by
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y = Hs + n,

1

(1)

where n ⇠ CN (0, N0 I) is the background noise vector and
H = diag(H0 , . . . , HL 1 ) is a diagonal channel matrix. Here,
from
Hl denotes the channel coefficient over
PPthe1 lth subcarrier
pl
Alice to Bob, and given by Hl = p=0 h̃p e j2⇡ L , where
{h̃p } is the channel impulse response (CIR) and P is the length
of CIR.
Similarly, the channel coefficient over the lth subcarrier
from Alice to Eve is denoted by Gl . Then, the received signal
at Eve is
z = Gs + ñ,
(2)

With Q 2 {1, . . . , L̄ 1}, the OFDM symbol vector to be
transmitted is decomposed as
s = Vx = (VS xS + VN xN ) ,

T T
where V = [VS VN ] and x = [xT
S xN ] . Here, VS =
[v1 . . . vQ ] 2 CL̄⇥Q , VN = [vQ+1 . . . vL̄ ] 2 CL̄⇥(L̄ Q) ,
xS 2 CQ⇥1 , and xN 2 C(L̄ Q)⇥1 . The signal vector to be
transmitted to Bob is xS , while xN is an artificial noise vector.
For convenience, the signal transmission via vl is referred to
as the signal transmission over mode l. In (4), Alice transmits
a secret sequence over the first Q modes and artificial noise
over the last L̄ Q modes.
The received signal at Bob becomes

where ñ ⇠ CN (0, N0 I) is the background noise vector at Eve
and G = diag(G0 , . . . , GL 1 ) is the diagonal channel matrix
from Alice to Eve.
Throughout the paper, we assume TDD for communications
between Alice and Bob to exploit the channel reciprocity for
the shared secret, which is based on the CSI between Alice
and Bob, as in [3], [6], [9]. To this end, Bob can transmit
a pilot training sequence to Alice so that Alice can estimate
{Hl }, and vice versa. Note that since this approach also allows
Eve to estimate her CSI, {Gl }, we assume that Eve knows her
CSI. However, we assume that Alice and Eve do not know the
other’s CSI.
For narrowband signals (with a single carrier), a similar
model to that in (1) can be considered if Bob and Alice are
equipped with multiple antennas. Suppose that Alice and Bob
have MA and MB antennas, respectively. Then, the received
signal at Bob can be written as in (1). In this case, H becomes
the MIMO channel matrix of size MB ⇥ MA . Eve can be
equipped with multiple antennas (denote by ME the number
of antennas at Eve), and her MIMO channel matrix can be
denoted by G 2 CME ⇥MA .

y = HVx + n = U⌃x + n.

y S = UH
S y = ⌃S x S + n S ,

2

> ... > |

L̄ |

2

.

(6)

where nS = UH
S n. Thus, Bob can decode xS without any
interference from the artificial noise. On the other hand, at
Eve, the received signal becomes
z = GVS xS + GVN xN + ñ = G(aS + aN ) + ñ,

(7)

where aS = VS xS and aN = VN xN . Eve can suffer from
the artificial noise vector, xN . The resulting approach for an
MIMO-OFDM system can be seen as a modification of that
in [9], where the MIMO system is considered. To see this, we
now suppose that H is an MIMO channel matrix. In addition,
assume that MB = 1. In this case, H = hT becomes a row
h⇤
, while VN xN
vector of size 1 ⇥ MA and VS becomes ||h||
is orthogonal to the signal, VS xS . As studied in [9], while
the artificial noise does not interfere with the signal to Bob, it
can confuse Eve (or degrade Eve’s channel). Thus, when Alice
is to transmit a secret-key to Bob, she can generate artificial
noise as above to have a positive secrecy rate, and transmit a
secret-key sequence to Bob at a rate below the secrecy rate.
However, the secrecy rate is unknown unless G (or at least
statistical properties of G) is available to Alice.
In [3], an approach for secure transmissions without knowing the Eve’s channel has been proposed, which might be used
for MTC. While this approach is conceptually similar to [9],
it does not need any information of G. The symbol vector s
is given by
s = wb,
(8)

In MTC, a gateway (i.e., Alice) may need to send a
new secret-key sequence to a sensor (i.e., Bob) through a
wireless channel. This transmission should be secure and avoid
eavesdropping. To this end, in this section, we present an
existing approach proposed in [9] for secure transmissions
from Alice to Bob based on the channel reciprocity. We also
briefly explain another approach proposed in [3].
We can modify the approach in [9] to be used for MIMOOFDM. Consider the singular value decomposition (SVD)
of H, i.e., H = U⌃VH , where U = [u1 . . . uL̄ ],
V = [v1 . . . vL̄ ], and ⌃ = diag( 1 , . . . , L̄ ). Here,
L̄ = LMA and ul and vl denote the left and right singular
vectors, respectively, corresponding to the lth singular value,
l . Throughout the paper, we assume that the singular values
are ordered as follows:
1|

(5)

Noting that HVS = US ⌃S and HVN = UN ⌃N , where
⌃S = diag( 1 , . . . , Q ), ⌃N = diag( Q+1 , . . . , L̄ ), US =
[u1 . . . uQ ], and UN = [uQ+1 . . . uL̄ ], at Bob, we have

III. E XISTING S ECURE T RANSMISSION S CHEMES BASED
ON C HANNEL R ECIPROCITY

|

(4)

where w is a weight vector that depends on H and b is the
data symbol that is to be securely transmitted to Bob. For
convenience, as in [3], we consider a multiple-input singleoutput (MISO) channel1 with H = hT (i.e., Bob has a single

(3)

This order is referred to as Alice’s order, which is also known
to Bob. This order plays a crucial role in deriving a secure
transmission scheme in Section IV.

1 In order to apply to OFDM systems, we assume a linear combiner at Bob
and the output, which is given by y = qH (Hs + n), where q is the weight
vector. Then, hT becomes qH H.

2

receive antenna). At Alice, for given hH , w is decided to
satisfy the following relation:

 H
||h||
h
=w
,
(9)
a
FH

where RandomPerm(S) is a random permutation of the
elements in a set S.
For example, suppose that X = {1, 1, j} (in this case, it is
assumed that K = 3 and Q = 1). If x1 = j, we can have
{x2 , x3 } = {1, 1} or { 1, 1} equally likely.
The transmission scheme based on (10) with S1) uses
channel dependent signature to transmit a symbol x1 , which
is a symbol of a secret-key sequence. We are now interested
in Eve’s equivocation. At Eve, the received signal becomes

where F = [f1 . . . fL 1 ] is a random matrix of size L ⇥
(L 1) and a = [||f1 ||c1 . . . ||fL 1 ||cL 1 ]T . Here, cl is an
independent random variable. In [3], it is claimed that if w
satisfies (9), the probability that Eve can choose h among
{h, f1 , . . . fL 1 } is the same as that of choosing fl provided
that Eve knows {h, f1 , . . . fL 1 }. Thus, Eve can choose one
of {b, c1 b, . . . , cL 1 b} equally likely.
Unfortunately, there are few drawback of the approach in
[3]. One of them is that the transmission power that is decided
by w can be random (as it depends on randomly generated
F). Another important drawback is that Eve can estimate b
with a higher probability if L is smaller (i.e., the maximum
equivocation may not be achieved). To see this, suppose that
L = 2 and Eve is able to have = [b, c1 b] or = [c1 b, b],
where b, c1 2 { 1, +1}. As claimed in [3], Eve may not
know the order of the contents in . Thus, if b = 1, we
have
2 {[1, 1], [1, 1]} In addition, if b = 1, we have
2 {[ 1, 1], [ 1, 1]}. From this, if = [1, 1], b must be
1, and if = [ 1, 1], b must be 1. This implies that with
a probability of 1/2, Eve can correctly decide the value of b
if L = 2.

z=G

ak + ñ.

(11)

k=1

k=1

where H(X) stands for the entropy of X and H(X|Y ) denotes
the conditional entropy of
for given Y or equivocation.
PX
K
Proof: Let a =
k=1 ak . Then, for given a, suppose that Eve can decide {m(k) 2 X } that satisfies a =
PK
k=1 V(k) m(k) . In this case, m(1) is the estimate of x1 ,
denoted by x̂1 , at Eve. There are K! combinations for
{V(1) , . . . , V(K) }. Thus, the knowledge of a does not reduce
the entropy of x1 , because log2 (K!) log2 K for all K 1.
Since x̂1 = m(1) can be any element of X with an equal
1
, the equivocation of x1 becomes the
probability, i.e., K
entropy of x1 , which is log2 K.
From Theorem 1, we can see that although Eve can have a
maxl |Hl |2 ),
better channel gain than Bob (e.g., minl |Gl |2
Eve cannot choose the correct data symbol x1 with a proba1
. Furthermore, although there are multiple
bility higher than K
eavesdroppers colluding to decide x1 with multiple received
signals, they cannot do better than random guess unless H is
known.
Note that in Theorem 1, we assume that Eve can estimate
{Vk } except Alice’s order. In order to see that this is not
impossible, consider (2) that is rewritten as

For convenience, we mainly consider the OFDM system
(in this case, V becomes a permutation matrix as H becomes
diagonal). Suppose that the size of the signal vector, x1 is
Q ⇥ 1. In addition, for convenience, we assume that L = QK,
where K is a positive integer. For example, if L = 28 and
Q = 24 , we have K = 24 = 16. When Alice transmits x1 ,
she can transmit other signal vectors simultaneously to confuse
Eve. They are denoted by x2 , . . . , xK .
The OFDM symbol vector to be transmitted is given by
Vk x k ,

K
X

Suppose that Eve can reduce the background noise
PKeffectively.
In this case, since Eve knows G, she can have k=1 ak from
PK
z. We can show that this information, i.e., k=1 ak , does not
help Eve to reduce the equivocation as follows.
Theorem 1: Suppose that Eve can have the knowledge
of {V1 , . . . , VK } except their order (which is referred to as
Alice’s order). Let V(k) denote the kth Eve’s ordered signature
matrix (i.e., Eve has {V(1) , . . . , V(K) }). Then, for a given
PK
k=1 ak , the equivocation of x1 is
!
K
X
H x1
ak = H(x1 ) = log2 K,
(12)

A. Equivocation at Eve

K
X

Vk xk + ñ = G

k=1

IV. S ECURE P RECODED OFDM USING M ULTIPLE
I NCORRECT DATA S YMBOLS

s=

K
X

(10)

k=1

where Vk = [v(k 1)Q+1 · · · v(k 1)Q+Q ] and xk 2 X . For
convenience, Vk is referred to as the kth signature matrix.
In addition, let {V1 , . . . , VK } denote the Alice’s ordered
signature matrices. We assume that x1 is the desired signal
vector as a symbol of a secret-key sequence from Alice to
Bob, while x2 , . . . , xK are incorrect signal vectors used to
confuse Eve. Furthermore, we consider the following scheme.
S1) We assume that x1 is one of the elements in X , where
X has K elements as follows: X = {m1 , . . . , mK }.
Furthermore, for a given x1 2 X , we have

z=

K
X

Gk xk + ñ,

(13)

k=1

where Gk = GVk . From this, z can be seen as a superposition
of the received signals from multiple users. There are blind
(or semi-blind) channel estimation methods for this, e.g., [10],
[11]. Thus, it might be a reasonable assumption that {Gk } can
be available at Eve or {Vk } (as G is assumed to be known).
However, the order is uncertain unless a known different pilot

{x2 , . . . , xK } = RandomPerm(X \ x1 ),

3

B. Detection Performance at Bob

signal is transmitted for each xk to allow Eve to identify
Alice’s order of {Vk }, which is not the case in this paper.
Therefore, the proposed scheme is secure without wiretap
channel coding. For convenience, this scheme is referred to as
the channel dependent signature based secure OFDM (CDSSOFDM) scheme.
It is noteworthy that the CDS-SOFDM scheme for the
OTA key delivery can be carried out in any conventional
OFDM systems. That is, no significant modification of existing
OFDM systems is required to implement the CDS-SOFDM
scheme for the OTA key delivery. In particular, since Vk is
a permutation matrix and each element of xk is a point of a
given constellation, X , the OFDM symbol vector in (10), s,
is seen as an ordinary OFDM symbol vector with elements
from X , if X is any conventional signal constellation, e.g.,
quadrature amplitude modulation (QAM).
Example 1: Suppose that K = 2 and Q = 1 with xk 2
{ 1, +1}. In addition, the size of Gk = gk are 2 ⇥ 1. Eve
knows {g1 , g2 } except order (i.e., Alice’s order). Letting x1 =
x 2 { 1, +1}, since Eve does not know Alice’s order, Eve’s
received signal can be written as
z=

⇢

g1 x g2 x + ñ,
g1 x + g2 x + ñ,

with probability
with probability

Since Bob knows H, the SVD of H is available. We can
rewrite (6) as
H
d = UH
1 y = ⌃1 x1 + U1 n.

The ML detection can be carried out as
x̂1 = argmin ||d
x0 2X

⇢

1,
0,

⌃1 x0 ||2 .

(15)

For given ⌃1 , the symbol error rate (SER) of the ML detection
is given by
Pe (K) = Pr(x̂1 6= x1 )

 Pbnd (K)
X
Pr(||d
=
x0 2X \x

⌃1 x1 ||2 > ||d

⌃1 x0 ||2 ),(16)

1

where Pbnd (K) is an upper-bound on the SER. It follows that
◆
✓
X
||⌃1 (x1 x0 )||
p
,
(17)
Q
Pbnd (K) =
2N0
x0 2X \x
1

R1

2

t
p1 e 2 dt. It can be shown that
x
2⇡
PQ
||⌃1 (x1 x0 )||2 = q=1 | q |2 |e1,q |2 , where e1,q = [x1 x0 ]q .
Let q = | q |2 . Since the | q |2 ’s are ordered, we can have
x0 ||2 . Furthermore, we can show
||⌃1 (x1 x0 )||2
Q ||x1
PQ
2
2
dmin = minx1 2X minx2X \x1 ||x1 x||2 ,
that q=1 |e1,q |

where Q(x) =

1
2
1
2

or z = g̃x + ñ, where g̃ = g1 g2 and  2 { 1, +1} is
an independent binary random variable with Pr( = +1) =
Pr( = 1) = 12 . Note that  is introduced due to the
lack of Alice’s
at Eve.
The 1likelihood
⇣ order
⌘function becomes
2
2
1
f (z|x) = c e N0 ||z g̃x|| + e N0 ||z+g̃x|| , which is a symmetric function of x 2 { 1, +1}. Here, c is the normalizing
constant. Thus, the equivocation becomes H(X|z) = 1, which
is the same as the entropy of X, H(X) = 1.
Note that the transmission of all the symbols in X with
random permutation is the key difference from the approach
in [3]. If we apply the approach in [3] to this example, we
have x1 = b and x2 = bc1 , where b 2 { 1, +1} is the secret
symbol and c1 is an independent binary random variable. Since
Eve knows G, she can recover x1 and x2 without the correct
order. Denote by x(k) the xk ’s of the Eve’s order (i.e., x(k) =
x1 or x2 equally likely, k = 1, 2, at Eve). As explained earlier,
in this case, we have
Pr(b | x(1) = x(2) ) =

(14)

where dmin denotes the minimum signal distance of X . Thus,
it can be shown that
2 0s
13
2
Q dmin A5
E[Pbnd (K)]  (K 1)E 4Q @
.
(18)
2N0
V. S IMULATION R ESULTS

In this section, we present simulation results of the (narrowband) MIMO system instead of OFDM2 systems. Note that the
resulting scheme will be referred to as the CDS based secure
MIMO (CDS-SMIMO) scheme, although there is no difference between CDS-SOFDM and CDS-SMIMO in principle.
For simulations, we consider the (narrowband) MIMO system
where the elements of H and G are independent zero-mean
⌘
⇣
2
CSCG random variables. That is, [H]m,l ⇠ CN 0, MHA
⌘
⇣
2
and [G]m,l ⇠ CN 0, MGA . For normalization purposes, we
2
2
= 1 and N0 = 1, while G
varies. In addition,
assume that H
4
we assume that MA = ME = 2 = 16, Q = 1, and 16-QAM
with MA = K = 16. The signal-to-noise ratio (SNR) is given
Eb
, where Eb denotes the bit energy.
by SNR = N
0
In order to see the impact of MB on Bob’s detection
performances, we consider the bit error rate (BER) for various
values of MB and present simulation results in Fig. 1. As Bob
can have a higher (receive) diversity gain with more antennas,
a lower BER is achieved, which is shown in Fig. 1 (a). Fig. 1

if x(1) = x(2) = b
if x(1) = x(2) 6= b

and Pr(b | x(1) 6= x(2) ) = 12 , b 2 { 1, +1}. Then, it can be
shown that H(b | x(1) , x(2) ) = 1/2 if b is equally likely. This
shows that the maximum equivocation, H(b) = 1, cannot be
achieved by the approach in [3].
PK
Note that ||s||2 = k=1 ||xk ||2 . Thus, the proposed method
does not have random transmission powers. In addition, as
shown above, the maximum equivocation can be achieved.
Consequently, the drawbacks of the approach in [3] do not
exist in the proposed approach.

2 The main purpose to consider MIMO systems is to demonstrate that the
approach for OFDM systems in Section IV is also applicable to MIMO
systems.

4

(b) shows that the probability that Eve can choose the correct
1
1
= 16
= 0.0625, which
signature using signature attack is K
is independent of Eb /N0 .
Note that in the CDS-SMIMO scheme, since K symbols are
transmitted simultaneously, the bit energy should be multiplied
by K. That is, Eb = 16 or 12.04 dB means that the bit energy
for x1 is 1 or 0 dB in the case of K = 16.
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or IoT devices whose RF chains’ gains may not be precisely
decided due to inexpensive RF circuitry. The proposed scheme
transmits multiple incorrect data symbols simultaneously to
confuse Eve. In this scheme, Bob can choose the correct data
symbol based on the channel dependent signature to extract a
key. A salient feature of the proposed scheme for the OTA key
delivery was that it can be used in the conventional OFDM or
MIMO-OFDM systems without any significant modification.
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Fig. 1. Performances of CDS-SMIMO with various MB : (a) Bob’s BER
performance; (b) Eve’s probability of correct signature.

Fig. 2 shows that the probability that Eve can choose the
correct signature using signature attack for different Eve’s
2
2
2
. Since H
is fixed, as G
increases, Eve
channel gains, G
has a relatively better channel gains than Bob. From the
results in Fig. 2, as we expect, the probability that Eve
2
can choose the correct signature is independent of G
and
1
1
is about K = 16 = 0.0625. Thus, Eve’s equivocation is
H(K) = log2 K = 4.
VI. C ONCLUDING R EMARKS
In this paper, we proposed a simple secure transmission
scheme for the OTA key delivery that is suitable for sensors
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