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Abstract—For secure transmissions in millimeter (mm)-wave
systems, antenna subset modulation (ASM) has been studied
by exploiting a high directivity due to sparse-nature scattering environments. In this paper, we consider ASM for secure
transmissions under rich scattering environments in microwave systems. Since no directivity can be exploited for secure
transmissions, we use beamforming with ASM. In order to see
the performance, we derive outage probabilities and show that
an eavesdropper can have a high outage probability, while a
legitimate receiver has a low outage probability. We also consider
partial selection for ASM to improve the performance.
Index Terms—Antenna subset modulation, beamforming,
micro-wave system, outage probability.

I. I NTRODUCTION
Physical-layer security in wireless communications has been
extensively studied [1], [2], as it can exploit random nature of
wireless channels for secure communication with perfect secrecy [3]. With multiple antennas, the secrecy rate is analyzed
in [4] and beamforming approaches are studied [5].
Among physical-layer security techniques, direction modulation (DM) technique was investigated to exploit the spatial
selectivity using antenna arrays in [6], [7], [8]. In [6], [7],
an approach that can form a beam by phase shifting of
each antenna towards a target angle is proposed to ensure
that an eavesdropper located in different angle is not able to
receive any useful information. However, this approach needs a
number of RF chains when the array has a number of antennas
elements. In [8], a DM technique using a switched antenna
array for secure communications was proposed with spreading
sequence for low probability intercept (LPI). However, the
length of spreading sequences has to be smaller than the number of antennas and if an eavesdropper knows the sequence,
antenna switching cannot be secure.
In [9], [10], a physical-layer security scheme for distributed
detection which uses channel state information (CSI) as an
encryption key was presented in wireless sensor networks. The
sensors are divided into non-flipping group, dormant group
and flipping group according to sensor’s CSI. This approach
is similar to DM in terms of random bit flipping in RF stage
that depends on (random) channel gains.
In [11], ASM is studied for secure transmissions in mmwave systems. ASM can be seen as a low-complexity DM for
secure transmissions. As in DM, ASM uses RF modulation

and makes an eavesdropper confused using random antenna
selection.
There exists an attack model for ASM in mm-wave systems
[12]. If an eavesdropper can obtain multiple measurements at
different angles simultaneously, it is possible to estimate secret
symbols and the target angle.
In this paper, we consider ASM in micro-wave channels
that might be more popular in wireless applications. In this
case, we are not able to exploit directivity or directional beam.
To apply ASM, we need to have the CSI for baseline beamforming together with power allocation. Furthermore, since
the signal-to-noise ratio (SNR) becomes a random variable,
we need to have a different performance metric, which is the
outage probability in this paper. To improve the performance
of ASM in micro-wave channels, we modify ASM and show
that the performance can be improved in terms of outage
probability. Note that the attack for ASM in [12] can be
ineffective in micro-wave channels as random beamforming
with power allocation can make the eavesdropper’s SNR low.
Notation: Upper-case and lower-case boldface letters are
used for matrices and vectors, respectively. AH denotes Hermitian transpose of A. A∗ denotes the conjugate of A. The
elementwise multiplication is denoted by . The statistical
expectation is denoted by E[·]. CN (m, σ 2 ) represents the distribution of circularly symmetric complex Gaussian (CSCG)
random vector with mean m and variance σ 2 .
II. S YSTEM M ODEL
Suppose that a legitimate transmitter (Alice) sends confidential data to a legitimate receiver (Bob) in the presence of
an eavesdropper (Eve). Alice is equipped with an array of
L antenna elements for beamforming to transmit confidential
data to Bob, and Bob and Eve have a single antenna. For
ASM, Alice uses only M (M < L) active antennas among L
antennas in the array to send confidential data to Bob as in
[11]. However, for ASM in this paper, we consider micro-wave
channels which is different from [11] where ASM is studied
for mm-wave channels.
A. Channel Models
Throughout the paper, we consider Rayleigh slow fading
channels in time-division duplexing (TDD) manner. Thus,
Alice can estimate the channel to Bob from a pilot signal

(or uplink training signal) transmitted by Bob. In addition, we
assume that the coherence time is longer than the total time
for uplink training and data transmission so that the estimated
channel from uplink training can be used for beamforming.
We denote the i-th channels from Alice to Bob and Eve by hi
and gi , respectively. Thus, Bob’s channel and Eve’s channel
are given by

b(k) is random at each time k. Then, the transmit vector is
expressed as
x(k) = w(k)ejψ(k) ,

(3)

where ψ(k) denotes the phase offset that depends on confidential data (we assume phase shift keying for signals). Then,
the received signal at Bob becomes

h

hi = αih ejθi
gi =

y(k) = hT x(k) + n(k)

(1)

g
αig ejθi ,

= hT w(k)ejψ(k) + n(k),

(4)

where hi , gi ∼ CN (0, 1) for i = 1, 2, ..., L and αih , αig ∈
[0, ∞) and θih , θig ∈ [−π, π) follow a Rayleigh distribution
and a uniform distribution, respectively. Then, let hT =
[h1 h2 ... hL ] and gT = [g1 g2 ... gL ] denote the channel
vectors of size 1 × L from Alice to Bob and Eve, respectively.

where n(k) ∼ CN (0, σ 2 ) is the background noise at Bob.
Furthermore, the received signal at Eve is given by

B. ASM

where e(k) ∼ CN (0, σ 2 ) is the background noise at Eve.
In ASM, due to random antenna selection, i.e., b(k), the
received signal at Eve looks random. On the other hand, at
Bob, due to beamforming based on the CSI at Bob, i.e., hT ,
the received signal at Bob is coherently combined and it has
much less influence of b(k).

In this subsection, we explain ASM [11] for micro-wave
systems. As ASM in mm-wave systems, there are M RF
chains but the number of antennas is L at the transmitter.
In addition, M active antennas are selected by RF switches
randomly. While the channel coefficients have the same magnitude in mm-wave channels [11], they are different in microwave channels [4]. Thus, the power allocation can play a
crucial role in ASM under micro-wave channel environments.
In other words, it is necessary to control the transmit power
in micro-wave systems as illustrated Fig. 1.

z(k) = gT x(k) + e(k)
= gT w(k)ejψ(k) + e(k),

(5)

III. O UTAGE P ROBABILITIES OF ASM
In this section, we derive the SNRs at Bob and Eve.
Since the SNRs are random variables due to random antenna
selection in ASM, we consider the outage probabilities for
reliability and security.
A. SNRs

Fig. 1. ASM transmitter for a microwave system

The beamforming vector included the power control parameters for ASM is given by
w(k) = b(k)

p
p(k)

h∗ ,

(2)

where b(k)P
is an L × 1 random selection vector with bi (k) =
L
{0, 1} and i=1 bi (k) = M . Here, p(k) is the power control
vector which determines the power allocation for transmit
antennas and k stands for the time index. Note that in ASM

In this paper, the power allocation is to maximize Bob’s
SNR but to keep Eve’s SNR low. The SNRs at Bob and Eve,
denoted by γB and γE , respectively, are given by
PiM
| l=i
hl wl |2
1
(6)
γB =
σ2
and
PiM
| l=i
gl wl |2
1
γE =
,
(7)
2
σ
where hij and wij denote channel and beamforming coefficients for the j-th selected antenna, respectively. Note that
the index of the j-th selected antenna is denoted by ij . For
convenience, let S = {i1 , ..., iM }. To maximize Bob’s SNR,
we need to consider the following maximization:
P
| l∈S hl wl |2
.
(8)
max
σ2
{wl }
By using Cauchy-Schwarz inequality, the SNR is bounded as
follows:
P
|hl |2 PT
γB ≤ l∈S 2
,
(9)
σ

P
2
where
√ ∗ PT = l |wPlT| is the total transmit power. When wl =
βhl and β = P |h |2 , we can maximize the SNR in (9).
l
l
Note that since Alice does not know the channel to Eve, it is
not possible for Alice to decide the beamforming coefficients
to minimize γE . Therefore, we only consider the maximization
of γB as in (9) for randomly chosen antennas.
B. Outage Probability Analysis
In this subsection, the performance for the beamforming
which maximizes Bob’s SNR is analyzed in terms of the
outage probability. It is noteworthy that the maximum SNR at
Bob in (10) is a random variable that depends on the selection
of M active antennas, or b(k), although the total transmit
power PT is fixed.
The outage probability can be used to determine the total
transmit power under certain security constraints. The outage
event can be differently defined at Bob and Eve. However, for
convenience, we use the same SNR threshold to define the
outage event at both Bob and Eve. The outage probability at
Bob can be given by
ΦB (PT , γ̄) = Pr (γB < γ̄)
!
X
σ 2 γ̄
2
,
= Pr
|hl | <
PT

(10)

l∈S

P
where γ̄ is the threshold SNR. Since l∈S |hl |2 is a chi-square
random variable with 2M degrees of freedom, we can show
that



2σ 2 γ̄
σ 2 γ̄
, 2M = R M,
PT
PT
 2 u
σ
γ̄
 2 M
∞
2
X
PT
σ γ̄
− σP γ̄
,
e T
=
PT
Γ(M + u + 1)
u=0


ΦB (PT , γ̄) = F

(11)


ΦE (PT , γ̄) = F

=1−e

ΦE (PT , γ̄) = E Pr |

|

.

IV. P ROPOSED A NTENNA S ELECTION F OR P OWER
E FFICIENT B EAMFORMING
In this section, we consider a different antenna selection
scheme for ASM to improve the performance by exploiting
the difference of the channel gains in micro-wave channels.
In micro-wave channels, since the channel coefficients are
random, there are some channel coefficients that have small
gains. By excluding the corresponding antennas in ASM, we
can improve the performance. In particular, the outage probability at Bob can be improved by removing those antennas in
ASM. Suppose that the antennas corresponding to the channel
power gain less than τ (> 0) are removed in ASM. The
resulting ASM scheme is referred to as ASM with partial
selection in this paper. Throughout the paper, we assume that
τ is not too large so that the number of the antennas whose
channel power gains are greater than τ is sufficiently large.
Let
(15)
Lτ = {l | |hl |2 ≥ τ, l = 1, ..., L}.
The average number of the antenna elements in Lτ is given
by
" L
#
X
E[|Lτ |] = E
1(|hl |2 ≥ τ )
l=1

(16)

= L(1 − e−τ ).
The random set for ASM from Lτ is now denoted by Sτ .
Note that if τ = 0, Sτ = S. Then, the outage probability at
Bob is given by
!

!#

gl wl |2 < σ 2 γ̄ w(h)

T

We can find that Eve’s outage probability is determined by
only the total transmit power. The number of selected antennas
is not a factor which influences the outage probability at Eve.

Φ̃B (PT , γ̄B , τ ) = Pr |
X

(14)

2 γ̄

− σP

= L Pr(|hl |2 ≥ τ )

where F (x, a) and R(a, x) are a cumulative distribution
function of chi-square distribution and a regularized gamma
function, respectively. Here, Γ(x) is a gamma function.
With the same threshold SNR, γ̄, the outage probability at
Eve is given by
"


2σ 2 γ̄
,2
PT

X

2

2

hl wl | < σ γ̄

l∈Sτ

. (12)
= Pr

l∈S

Since wl is independent of gl and l |wl |2 = PT , we have
P
l gl wl ∼ CN (0, PT ) for given {wl }. As a result, it can be
shown that
P


ΦE (PT , γ̄) = Pr |g̃|2 < σ 2 γ̄ ,
(13)
P
where g̃ =
l gl wl ∼ CN (0, PT ). Then, Eve’s outage
probability is a cumulative distribution function of chi-square
distribution with 2 degrees of freedom. From this, we can show
that

X
l∈Sτ

σ 2 γ̄
|hl | <
PT
2

(17)

!
.

This outage probability is also a cumulative distribution function of chi-square distribution with 2M degrees of freedom.
In particular, after some manipulations, we can show that
 2

2σ γ̄
Φ̃B (PT , γ̄, τ ) = F
− 2M τ, 2M .
(18)
PT
To find the proper total transmit power, we have to obtain a
required total transmit power by using a closed-form expression for the outage probability. For convenience, we denote

a pair of the outage probabilities by (Φ̃B , ΦE ) = (, 1 − δ)
for a fixed τ . Here,  and δ are assumed to be sufficiently
small. Since it is desirable to keep the outage probability at
Eve sufficiently high, δ has to be small. On the other hand,
Bob should not have a high outage probability for reliable
transmissions, which requires a small . At Eve, the required
total transmit power for a given outage probability becomes
PE (δ, γ̄) =

σ 2 γ̄
.
ln 1δ

(19)

Unlike Eve’s case, since it is not easy to decide a closedform expression for the required total transmit power with a
fixed outage probability , we need to rely on a numerical
search with a good initial value. For good initial values, we
can use the inequalities for the regularized gamma function in
[13] as follows:
(1 − e−sa x )a <

γ(a, x)
< (1 − e−ra x )a ,
Γ(a)

that at Bob. In addition, using ASM with partial selection, the
outage probability at Bob can be further reduced.
Fig. 3 shows the outage probability for different values of
M when L = 100, PT = 10 dB, γ̄ = 10 dB, and τ = 0.15. As
the number of active antennas increases, only Bob has better
performance. Regardless of the number of active antennas,
Eve’s outage probability remains unchanged. Thus, it would
be desirable to have a large M . However, if M is too large, the
randomness of ASM decreases, which may not be desirable
as Eve can use it for better eavesdropping by analyzing ASM
patterns.
Fig. 4 shows the total transmit power that is required to
satisfy given  and δ for Bob and Eve, respectively, when
L = 100, M = 10, γ̄ = 10 dB, and τ = 0.35. As mentioned
earlier, there exists ◦ =  = δ for a certain total transmit
power. We can see that the performance can be improved as
the value of ◦ is lower in ASM with partial selection than
that in conventional ASM.

(20)

where ra = 1, sa = [Γ(1+a)]−1/a for a > 1. Then, the initial
values are given by

ASM in Micro−wave (L = 100, M = 3)

0

10

−1

xu (, γ̄) =

Γ(1 + M ) ln

1

σ 2 γ̄
ln

1

√

(1− M )

√

(1− M )

+ Mτ

+ Mτ
(21)

,

where xi (, γ̄) < P̃B (, γ̄) < xu (, γ̄). We can approximate
the required total transmit power (P̃B (, γ̄)) by using the
bisection method with the initial values. Then, we can find
a feasible point ◦ satisfying P̃B (, γ̄) = PE (δ, γ̄) with
 = δ = ◦ .
Note that as shown in (17), PE (δ, γ̄) is an increasing
function of δ. On the other hand, P̃B (, γ̄) is a decreasing
function of . Thus, there exists ◦ =  = δ with
P̃B (, γ̄) = PE (δ, γ̄). Furthermore, since P̃B (, γ̄) decreases
with τ , we can expect that ◦ can decrease with τ as
PE (δ, γ̄) is independent of τ . In other words, we can have a
better security (a smaller δ) and reliability (a smaller ) by
increasing τ in the proposed scheme.
V. S IMULATION R ESULTS
In this section, we present simulation results with quadrature
phase shift keying (QPSK) modulation for signaling with
ψ(k). We assume that the noise variance is normalized as
σ 2 = 1.
Fig. 2 shows the outage probability for different values of
total transmit power when L = 100, M = 3, γ̄ = 10 dB, and
τ = 0.15. As the total transmit power increases, Bob and Eve
have better performances in terms of outage probability, i.e.,
the outage probabilities decrease with PT . However, we can
see that the outage probability at Eve is much higher than

Outage Probability

p
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Fig. 2. Total transmit power versus outage probability

VI. C ONCLUSION
In this paper, we studied beamforming for ASM in microwave systems. Due to different channel gains under rich
scattering environments in micro-wave systems, for ASM,
we considered effective power allocation with beamforming.
To improve the performance of ASM, we proposed partial
selection in random antenna selection by removing some
antennas corresponding to weak channel gains. We derived the
outage probabilities at Bob and Eve to see the performance.
It was shown that Bob can have a sufficiently low outage
probability, while Eve suffers from a high outage probability
by ASM. It was also observed that a lower outage probability
at Bob has been obtained by ASM with partial selection.
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